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Question: 1 
   
Carbon Black Cloud can collect data on which of the following? 
Response: 
 
A. Clipboard history 
B. Process Executions 
C. Keyboard inputs 
D. Mouse movements 
 

Answer: B     
 

Question: 2 
   
What module within the Carbon Black Cloud platform would gather IT compliance information? 
Response: 
 
A. Live Response 
B. Enterprise EDR 
C. Live Query 
D. Live Remediation 
 

Answer: C     
 

Question: 3 
   
Which operating systems are supported by Carbon Black Cloud sensors? 
(Choose 2) 
Response: 
 
A. Windows 
B. Chrome 
C. macOS 
D. Android 
 

Answer: A,C     
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Question: 4 
   
What integration is required for Carbon Black Cloud Workload? 
Response: 
 
A. Vmware vCenter 
B. Hyper-V 
C. Containers 
D. Cloud provider 
 

Answer: A     
 

Question: 5 
   
Which is default Carbon Black Cloud policy? 
Response: 
 
A. Protected 
B. High Enforcement 
C. Standard 
D. Secured 
 

Answer: C     
 

Question: 6 
   
Which of the following features are offered by the Carbon Black Cloud Platform? 
(Choose 2) 
Response: 
 
A. Real-time endpoint protection 
B. Automated cloud backup 
C. Threat hunting and incident response 
D. Rapid Rules Engine 
 

Answer: A,C     
 

Question: 7 
   
What effect does changing a policy in VMware Carbon Black Cloud have on associated sensors? 
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Response: 
 
A. Updates the sensors' configuration according to the new policy settings 
B. Immediately disconnects the sensors from the network 
C. Requires a manual restart of sensors to apply the new policy 
D. No effect until the sensor is reinstalled 
 

Answer: A     
 

Question: 8 
   
How do sensors in Carbon Black Cloud contribute to its security capabilities? 
Response: 
 
A. By encrypting data stored on the endpoint 
B. By monitoring and reporting on endpoint activities 
C. By increasing the network bandwidth for faster data transfer 
D. By physically securing the endpoint device 
 

Answer: B     
 

Question: 9 
   
Which is a valid Carbon Black Cloud response action? 
Response: 
 
A. Live Query 
B. Quarentine 
C. Reboot 
D. Upgrade 
 

Answer: B     
 

Question: 10 
   
How can an administrator verify that a Carbon Black Cloud sensor is communicating properly with the 
cloud? 
Response: 
 
A. Within the Carbon Black Cloud console under the sensor's health status 
B. By checking the sensor's status in the system tray 
C. Reviewing the local event viewer on the endpoint 
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D. Sending a test malware file to the endpoint 
 

Answer: A     
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