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Why is it important for developers to use vetted APIs and libraries?

A. They are faster to develop with

B. They reduce license costs

C. They help avoid common vulnerabilities
D. They are required for Ul design

Answer: C

You are testing a web application for a healthcare provider. Which areas should be prioritized during
penetration testing?
(Choose three correct answers)

A. Input validation on forms
B. Static image optimization
C. Access control mechanisms
D. Audit logging accuracy

E. Color consistency on Ul

Answer: A,C,D

How do abuse cases complement use cases in secure software design?

A. They provide alternative user interfaces

B. They identify potential security threats by modeling malicious behavior
C. They replace the need for use cases

D. They focus solely on system performance

Answer: B
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What are best practices for implementing SSL/TLS in web applications?
(Choose two)

A. Disable outdated protocols like SSL 2.0 and 3.0

B. Enable HTTP Strict Transport Security (HSTS)

C. Use wildcard certificates for subdomains without validation
D. Allow weak ciphers to maintain backward compatibility

Answer: A,B

A company is auditing its development process and discovers that developers have full access to
production, perform their own security tests, and deploy code independently. Which security principles
are being violated or poorly implemented?

(Choose three correct answers)

A. Separation of duties

B. Defense in depth

C. Fail-safe

D. Least common mechanism
E. Monitoring

Answer: A,B,D

Which actions should a secure code reviewer take?

A. Look for hardcoded credentials

B. Focus only on performance bottlenecks
C. Review authentication logic

D. Ignore third-party code

Answer: A,C

CWE-89 addresses which type of vulnerability?

A. Cross-Site Scripting
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B. SQL Injection
C. Buffer Overflow
D. Improper Authentication

Answer: B

Question: 8

In the context of application security, what is considered an asset?

A. A valuable resource to be protected
B. A vulnerability

C. A potential threat

D. An attack vector

Answer: A

Question: 9

What is the best approach to prevent session fixation attacks?

A. Allow session reuse after login

B. Rotate the session ID after authentication
C. Use cookies with HttpOnly flag

D. Avoid user logouts

Answer: B

During a code review, a security analyst notices the application allows arbitrary file uploads without
restriction. What other issues should the reviewer check for?
(Choose three correct answers)

A. File type validation

B. Secure file storage paths
C. Dynamic port changes

D. Input sanitization

E. File execution permissions

Answer: A,B,E
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