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Why would an administrator use Downloadable User Roles (DUR) in a ClearPass-Aruba environment?
Response:

A. To centralize user credentials in ClearPass

B. To simplify AP configuration across sites

C. To enforce access policies dynamically at the network edge
D. To monitor active directory group usage

Answer: C

What two deployment options are available for the OnGuard agent in a ClearPass architecture?
(Choose two)
Response:

A. Persistent agent installation

B. RADIUS-based probing

C. Dissolvable agent (on-demand)
D. SNMP endpoint check

Answer: A,C

Where in ClearPass can administrators define which posture attributes are checked during an OnGuard
health evaluation?
Response:

A. Access Tracker > Posture Logs

B. Onboard Settings > Certificate Policy

C. Posture Policies within Health Configuration
D. Guest Operator Profile Editor

Answer: C
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In the context of AAA, what does Authorization typically determine?
Response:

A. The user's authentication history

B. The VLAN assignment of the user

C. Whether the device is compliant with antivirus policies
D. The username used during login

Answer: B

Which two elements are typically configured inside a ClearPass Enforcement Policy?

(Choose two)
Response:

A. VLAN ID assignment

B. DNS server IP allocation

C. RADIUS Access-Accept reply attributes
D. ClearPass system logging

Answer: A,C

What role does the ClearPass Guest Operator Profile serve in the captive portal workflow?

Response:

A. Determines the network VLAN for guest devices

B. Grants access to manage guest accounts and view logs
C. Applies antivirus enforcement rules

D. Synchronizes guest credentials with Active Directory

Answer: B
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An event is being hosted by an organization, and ClearPass is used to provide guest Wi-Fi access. The IT
team wants to allow guests to self-register through a captive portal, require sponsor approval, and send
credentials via SMS.

Which three configurations should be included in the ClearPass Guest setup?

(Choose three)

Response:

A. Self-registration page with form customization

B. Role Mapping policy based on device operating system
C. Sponsor approval workflow with email notifications

D. SMS gateway integration for credential delivery

E. Posture check service with health enforcement

Answer: A,C,D

Which two methods are commonly used by ClearPass to discover and profile endpoints?
(Choose two)
Response:

A. DHCP fingerprinting
B. SQL queries

C. SNMP polling

D. NTP time requests

Answer: A,C

An enterprise wants to implement secure wired and wireless access using ClearPass. Requirements
include validating device compliance, authenticating users securely, and assigning network roles based
on user identity.

Which three elements must be configured to meet these AAA requirements in ClearPass?

(Choose three)

Response:

A. Role Mapping Policies

B. RADIUS Server Configuration
C. DNS Forwarding Settings

D. Authentication Sources

E. Enforcement Profiles
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Answer: A,B,E

Which two protocols can ClearPass use for device posture assessments?
(Choose two)
Response:

A. SNMP
B. RADIUS
C. HTTP
D. HTTPS

Answer: C,D
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