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Question: 1 
   
Which of the following is NOT a default authority in Active Directory? 
Response: 
 
A. Backup Operator 
B. Workstation Operator 
C. Server Operator 
D. Account Operator 
E. Print Operator 
 

Answer: B     
 

Question: 2 
   
You gain access to a standard user account on macOS. You run sudo -l and see the user can run 
/usr/bin/open as root without a password. What is a viable path to privilege escalation? 
Response: 
 
A. Open Terminal.app using sudo open -a Terminal.app 
B. Dump the keychain using netstat 
C. Use Finder to change file ownerships 
D. Disable SIP 
 

Answer: A     
 

Question: 3 
   
Which of the following is not a valid key length for the AES encryption algorithm? 
Response: 
 
A. 192 bits 
B. 128 bits 
C. 256 bits 
D. 168 bits 
E. All of the above 
 

Answer: D     
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Question: 4 
   
The IEEE 802.1Q standard is used to implement ______ tagging in Ethernet frames. 
Response: 
 
A. VLAN 
B. DNS 
C. IP 
D. SSL 
 

Answer: A     
 

Question: 5 
   
During a scoping meeting, which factor is critical for defining the technical boundaries of the test? 
Response: 
 
A. Number of testers involved 
B. Third-party liability coverage 
C. IP address ranges in scope 
D. Contract signature date 
 

Answer: C     
 

Question: 6 
   
What is the main objective of a Rules of Engagement (RoE) document during a penetration test? 
Response: 
 
A. To list vulnerabilities found during assessment 
B. To define the target’s firewall settings 
C. To establish scope, permissions, and constraints for testing 
D. To provide daily reports to stakeholders 
 

Answer: C     
 

Question: 7 
   
BitLocker is Microsoft’s implementation of ______. 
Response: 
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A. Full disk encryption 
B. Memory sanitization 
C. BIOS rollback 
D. Code signing 
 

Answer: A     
 

Question: 8 
   
From this list, which protocol provides the highest level of security on a wireless network? 
Response: 
 
A. WPA / TKIP 
B. UMTS 
C. WTLS 
D. WEP 
E. WPA / AES 
 

Answer: E     
 

Question: 9 
   
The act of using a compromised host to route traffic to internal systems is known as ______. 
Response: 
 
A. Pivoting 
B. Probing 
C. Enumeration 
D. Packet injection 
 

Answer: A     
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