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Scenario: A DevOps team uses Terraform to provision infrastructure. A security audit reveals that S3
buckets are being deployed with public-read access. What is the best remediation?
Response:

A. Delete the bucket

B. Modify the laC script to remove public-read and enforce private access
C. Encrypt the bucket with AES

D. Set up a WAF rule

Answer: B

An XML injection attack against a web services application might involve:
Response:

A. Introducing SOAP packets.

B. Modifying the SQL syntax to inject queries.

C. The use of a * character in a form field.

D. Abusing XPATH queries to retrieve data illegally.
E. Adding a new entry to the WSDL.

Answer: D

Which are recommended cryptographic best practices for secure application development?
Response:

A. Enabling SSLv3 for compatibility

B. Storing plaintext passwords for logging

C. Use of a secure random number generator
D. Avoiding hardcoded encryption keys

Answer: C,D
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The AWS service used to define and enforce identity-based access policies is called
Response:

A. 1AM
B. VPC
C.EC2
D.S3

Answer: A

What is a distinguishing feature of a vishing attack?
Response:

A. Embedded scripts in HTML forms

B. Use of spoofed websites

C. Voice-based social engineering over the phone
D. Exploiting browser zero-days

Answer: C

When performing blind SQL injection, what will a successful injection attack result in?
Response:

A. The page redirecting to a standard internal server error page, showing a generic error.

B. The system crashes.

C. The page showing that an error has occurred and the detailed error description.

D. No SQL error being displayed, but different behaviour observed when using different injection strings.
E. All of these.

Answer: D
Question: 7
A Linux file with the SUID bit set and owned by root will execute with the privileges of the user.
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Response:

A. current
B. root

C. admin
D. default

Answer: B

Scenario: During a Kubernetes security review, you find that a user can run pods with hostPID: true.
What is a potential risk of this misconfiguration?
Response:

A. Inability to restart pods

B. Direct interaction with host processes

C. Denial-of-Service via NodePort exhaustion
D. Inaccessible DNS resolution

Answer: B

What is the role of the STARTTLS command in a mail service?
Response:

A. Authenticates clients

B. Upgrades an unencrypted connection to an encrypted one
C. Encrypts usernames using MD5

D. Changes the mail server port

Answer: B
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