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After WAF was purchased, users need to add one DNS record to map their domain name to WAF
provided IP. What is the type of that DNS record?
Response:

A. Arecord

B. CNAME Record
C. TXT Record

D. MX Record

Answer: B

You, as a Cloud Consultant, get the task from a client to implement the best practices to prevent DoS
attacks. Which of the following would you not implement?
Response:

A. Disable broadcast features on Edge systems

B. Enable echo reply on external systems

C. Block fake packets from entering and leaving your servers
D. Update frequently security patches

Answer: B

A financial institution using Alibaba Cloud plans to enhance its network security protocols to defend
against or minimize the effects of zero-day vulnerabilities. Which measures should they implement to
effectively preempt and respond to such threats within their cloud infrastructure?

(Choose three)

Response:

A. Deploy Web Application Firewall (WAF)

B. Conduct regular penetration testing

C. Establish a baseline for normal network behavior
D. Limit user access to sensitive information

E. Implement geo-blocking measures
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Answer: A,B,C

Using Windows if you want to configure the Windows Defender Firewall, where do you find it?
Response:

A. Control Panel/System and Security/Windows Defender Firewall
B. Settings/Windows Defender Firewall

C. Configurations/Windows Defender Firewall

D. Settings/Security/Windows Defender Firewall

Answer: A

What action is typically recommended if a Trojan is detected by Security Center?
Response:

A. Reboot the server immediately

B. Disconnect from the network

C. Isolate the file and remove the Trojan
D. Disable the Security Center agent

Answer: C

In a regular server maintenance operation, the purpose of installing a patch on the operating system is?
Response:

A. to improve server resource usage

B. to improve system usability

C. to enhance system functionality

D. to avoid existing system vulnerabilities being used by some hackers

Answer: D
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What design flaw of TCP/IP protocol does SYN flood attack use?
Response:

A. UDP stateless connection

B. DNS 3 times hands shake

C. TCP 3 times hands shake

D. HTTP plain text transmission

Answer: C

An Alibaba Cloud customer is using an ECS instance for hosting an application. Who is responsible for
the maintenance and protection of the application running on the ECS instance?
Response:

A. Alibaba Cloud

B. Customer

C. 3rd party provider

D. Both, Alibaba Cloud a customer

Answer: B

Jacky wants to ensure that their data is encrypted at rest. Which of the following Alibaba Cloud services
provide encryption and encryption-related management capabilities?

(Choose three)

Response:

A. Elastic Compute Service (ECS)
B. Elastic Block Storage (EBS)

C. Key Management Service (KMS)
D. ApsaraDB RDS

Answer: B,C,D
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