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SIMULATION

Task 1

You are asked to prepare a VMware NSX-T Data Center ESXi compute cluster Infrastructure. You
will prepare two ESXi servers in a cluster for NSX-T overlay and VLAN use.

All configuration should be done using the NSX UL.

¢ NOTE: The configuration details in this task may not be presented to you in the order in which
you must complete them.

¢ Configure a new Transport Node profile and add one n-VDS switch. Ensure Uplink 1 and Uplink
2 of your configuration use vmnic2 and vmnic3 on the host.

Configuration detail

Name RegionAQl-COMPOL-TNE

Hint: The Transport Zone configuration will be used by ancther administrator at a later time

« Configure anew VLAN backed lransport 2one
Configuration detail
« Configures new uplink profile for the ESXi servers.

Cenfiguration detail:

= Configure a new IP Pool for ESXI overlay traffic with
Configuration detail

Name.

* Using the new transport node profile, prepare ESXicluster RegionAD1-COMPOI for NSX Overlay and VLAN use

Complete the requested task.

NOTE: Passwords are contained in the user_readme.txt. Configuration details may not be
provided in the correct sequential order. Steps to complete this task must be completed in the
proper order. Other tasks are dependent on the completion Of this task. You may want to move
to other tasks/steps while waiting for configuration changes to be applied. This task should take
approximately 20 minutes to complete.

A. See the Explanation part of the Complete Solution and step by step instructions

Answer: A

Explanation:
To prepare a VMware NSX-T Data Center ESXi compute cluster infrastructure, you need to
follow these steps:
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Log in to the NSX Manager Ul with admin credentials. The default URL is https://<nsx-manager-
ip-address>.

Navigate to System > Fabric > Profiles > Transport Node Profiles and click Add Profile.

Enter a name and an optional description for the transport node profile.

In the Host Switches section, click Set and select N-VDS as the host switch type.

Enter a name for the N-VDS switch and select the mode as Standard or Enhanced Datapath,
depending on your requirements.

Select the transport zones that you want to associate with the N-VDS switch. You can select one
overlay transport zone and one or more VLAN transport zones.

Select an uplink profile from the drop-down menu or create a custom one by clicking New
Uplink Profile.

In the IP Assignment section, select Use IP Pool and choose an existing IP pool from the drop-
down menu or create a new one by clicking New IP Pool.

In the Physical NICs section, map the uplinks to the physical NICs on the host. For example, map
Uplink 1 to vmnic2 and Uplink 2 to vmnic3.

Click Apply and then click Save to create the transport node profile.

Navigate to System > Fabric > Nodes > Host Transport Nodes and click Add Host Transport Node.
Select vCenter Server as the compute manager and select the cluster that contains the two ESXi
servers that you want to prepare for NSX-T overlay and VLAN use.

Select the transport node profile that you created in the previous steps and click Next.

Review the configuration summary and click Finish to start the preparation process.

The preparation process may take some time to complete. You can monitor the progress and
status of the host transport nodes on the Host Transport Nodes page. Once the preparation is
complete, you will see two host transport nodes with a green status icon and a Connected state.
You have successfully prepared a VMware NSX-T Data Center ESXi compute cluster
infrastructure using a transport node profile.

SIMULATION

Task 2

You are asked to deploy three Layer 2 overlay-backed segments to support a new 3-tier app and
one Layer 2 VLAN-backed segment for support of a legacy application. The logical segments
must block Server DHCP requests. Ensure three new overlay-backed segments and one new
VLAN-backed logical segment are deployed to the RegionA01-COPMOI compute cluster. All
configuration should be done utilizing the NSX UL.

You need to:

= Configure a new segment security profile to block DHCP requests. All other segment security features should be disabled. Use the fellowing configuration detail
...... DHCB-black

DMCP, DHCP sarver biock snatied

» Configure anew overlay backed segment for Web server with the following configuration detail

Narhe LAX-web
Segmant security palicy DHCP-block

Transpart Zone TZ-Overlay-)
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» Configure a new overlay backed segment for DB server with the following configuration detail

» Configure a new VLAN backed segment forlegacy server with the following configuration detall

igure a new VLAN backed segment for Edge uplink with the following configuration detail

Complete the requested task.

Notes: Passwords are contained in the user_readme.txt. Task 2 is dependent on the completion
of Task 1. Other tasks are dependent on completion of this task. You may want to move to the
next tasks while waiting for configuration changes to be applied. This task should take
approximately 10 minutes to complete.

A. See the Explanation part of the Complete Solution and step by step instructions

Answer: A

Explanation:

To deploy three layer 2 overlay-backed segments and one layer 2 VLAN-backed segment, you
need to follow these steps:

Log in to the NSX Manager Ul with admin credentials. The default URL is https://<nsx-manager-
ip-address>.

Navigate to Networking > Segments and click Add Segment.

Enter a name for the segment, such as Web-01.

Select Tier-1 as the connectivity option and choose an existing tier-1 gateway from the drop-
down menu or create a new one by clicking New Tier-1 Gateway.

Enter the gateway IP address of the subnet in a CIDR format, such as 192.168.10.1/24.

Select an overlay transport zone from the drop-down menu, such as Overlay-TZ.

Optionally, you can configure advanced settings such as DHCP, Metadata Proxy, MAC Discovery,
or QoS for the segment by clicking Set Advanced Configs.

Click Save to create the segment.

Repeat steps 2 to 8 for the other two overlay-backed segments, such as App-01 and DB-01, with
different subnet addresses, such as 192.168.20.1/24 and 192.168.30.1/24.

To create a VLAN-backed segment, click Add Segment again and enter a name for the segment,
such as Legacy-01.

Select Tier-0 as the connectivity option and choose an existing tier-O gateway from the drop-
down menu or create a new one by clicking New Tier-0 Gateway.

Enter the gateway IP address of the subnet in a CIDR format, such as 10.10.10.1/24.

Select a VLAN transport zone from the drop-down menu, such as VLAN-TZ, and enter the VLAN
ID for the segment, such as 100.

Optionally, you can configure advanced settings such as DHCP, Metadata Proxy, MAC Discovery,
or QoS for the segment by clicking Set Advanced Configs.
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Click Save to create the segment.

To apply a segment security profile to block DHCP requests on the segments, navigate to
Networking > Segments > Segment Profiles and click Add Segment Profile.

Select Segment Security as the profile type and enter a name and an optional description for the
profile.

Toggle the Server Block and Server Block - IPv6 buttons to enable DHCP filtering for both IPv4
and IPv6 traffic on the segments that use this profile.

Click Save to create the profile.

Navigate to Networking > Segments and select the segments that you want to apply the profile
to.

Click Actions > Apply Profile and select the segment security profile that you created in step 18.
Click Apply to apply the profile to the selected segments.

You have successfully deployed three layer 2 overlay-backed segments and one layer 2 VLAN-
backed segment with DHCP filtering using NSX-T Manager Ul.

SIMULATION

Task 3

You are asked to deploy a new instance of NSX-T into an environment with two isolated tenants.
These tenants each have separate physical data center cores and have standardized on BCP as a
routing protocol.

= Configure a new Edge cluster with the following configuration detail
Nasmee edge-chuster-01
Edge cluster profile. ' ige-high-avalability-prof
Inchudes Edges nsx-edge-0) and nia-edge 07
= Configure a Tier-0 Gataway with the following configuration detail
Name, T0-01
HA Mode.
Edge cluster
s Configure tweo ECMP Uplinks to provide and fault . Use the g config detail:
@ Uplink-1
Type. External
Hame iplink-1
1P Address/ Matk 192.168.000.2/24
Connected to Uplink
Edige Node ns-edge-0
* Uplink-2
Type Extemal
Narme. Uplink-2
1P AGrE L Math 192.168.000.3/24
Connected to Uplink
Edige Node. naa-edge-02
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» Configure BGP on the Tier-0 Gateway with the following detail

eal AS.

« Configure VRF Lite for the secondary tenant with the following detail
Name, TO-Ob-wrf

Complete the requested task.

Notes: Passwords are Contained in the user_readme.txt. Task 3 is dependent on the Completion
Of Task and 2. Other tasks are dependent On the Completion Of this task. Do not wait for
configuration changes to be applied in this task as processing may take up to 10 minutes to
complete. Check back on completion. This task should take approximately 10 minutes to
complete.

A. See the Explanation part of the Complete Solution and step by step instructions

Answer: A

Explanation:

To deploy a new instance of NSX-T into an environment with two isolated tenants, you need to
follow these steps:

Log in to the NSX Manager Ul with admin credentials. The default URL is https://<nsx-manager-
ip-address>.

Navigate to System > Fabric > Nodes > Edge Transport Nodes and click Add Edge VM.

Enter a name and an optional description for the edge VM. Select the compute manager,
cluster, and resource pool where you want to deploy the edge VM. Click Next.

Select the deployment size and form factor for the edge VM. For this task, you can select
Medium as the size and VM as the form factor. Click Next.

Select the datastore and folder where you want to store the edge VM files. Click Next.
Configure the management network settings for the edge VM. Enter a hostname, a
management IP address, a default gateway, a DNS server, and a domain search list. Optionally,
you can enable SSH and join the edge VM to a domain. Click Next.

Configure the transport network settings for the edge VM. Select an N-VDS as the host switch
type and enter a name for it. Select an uplink profile from the drop-down menu or create a new
one by clicking New Uplink Profile. Map the uplinks to the physical NICs on the edge VM. For
example, map Uplink 1 to fp-eth0 and Uplink 2 to fp-eth1. Optionally, you can configure IP
assignment, MTU, or LLDP for the uplinks. Click Next.

Review the configuration summary and click Finish to deploy the edge VM.

Repeat steps 2 to 8 to deploy another edge VM for redundancy.

Navigate to Networking > Tier-0 Gateway and click Add Gateway > VRF.

Enter a name and an optional description for the VRF gateway. Select an existing tier-0 gateway
as the parent gateway or create a new one by clicking New Tier-0 Gateway.

Click VRF Settings and enter a VRF ID for the tenant. Optionally, you can enable EVPN settings if
you want to use EVPN as the control plane protocol for VXLAN overlay networks.

Click Save to create the VRF gateway.
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Repeat steps 10 to 13 to create another VRF gateway for the second tenant with a different VRF
ID.

Navigate to Networking > Segments and click Add Segment.

Enter a name and an optional description for the segment. Select VLAN as the connectivity
option and enter a VLAN ID for the segment. For example, enter 128 for Tenant A’s first uplink
VLAN segment.

Select an existing transport zone from the drop-down menu or create a new one by clicking New
Transport Zone.

Click Save to create the segment.

Repeat steps 15 to 18 to create three more segments for Tenant A’s second uplink VLAN
segment (VLAN ID 129) and Tenant B’s uplink VLAN segments (VLAN ID 158 and 159).

Navigate to Networking > Tier-0 Gateway and select the VRF gateway that you created for
Tenant A.

Click Interfaces > Set > Add Interface.

Enter a name and an optional description for the interface.

Enter the IP address and mask for the external interface in CIDR format, such as 10.10.10.1/24.
In Type, select External.

In Connected To (Segment), select the VLAN segment that you created for Tenant A’s first uplink
VLAN segment (VLAN ID 128).

Select an edge node where you want to attach the interface, such as Edge-01.

Enter the Access VLAN ID from the list as configured for the segment, such as 128.

Click Save and then Close.

Repeat steps 21 to 28 to create another interface for Tenant A’s second uplink VLAN segment
(VLAN ID 129) on another edge node, such as Edge-02.

Repeat steps 20 to 29 to create two interfaces for Tenant B’s uplink VLAN segments (VLAN ID
158 and 159) on each edge node using their respective VRF gateway and IP addresses.
Configure BGP on each VRF gateway using NSX Ul or CLI commands12. You need to specify the
local AS number, remote AS number, BGP neighbors, route redistribution, route filters, timers,
authentication, graceful restart, etc., according to your requirements34.

Configure BGP on each physical router using their respective CLI commands56. You need to
specify similar parameters as in step 31 and ensure that they match with their corresponding
VRF gateway settings78.

Verify that BGP sessions are established between each VRF gateway and its physical router
neighbors using NSX Ul or CLI commands . You can also check the routing tables and BGP
statistics on each device .

You have successfully deployed a new instance of NSX-T into an environment with two isolated
tenants using VRF Lite and BGP.

SIMULATION

Task 4

You are tasked with creating a logical load balancer for several web servers that were recently
deployed.

You need to:
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+ Create a standalone Tier-1 gateway with the following configuration detail
N8

nked Tier-0 Cateway Nons

Static Route Add a default gateway to 192)68.220)

+ Create a lcad balancer and attach it to the newly created Tier-1 gateway with the following configuration detail

Name web-lb
Size. wrna
Attachment n-is
L= gure the lcad bal with the ] figuration detail
s Create an HTTP application profile with the following canfiguration detall
Name Wt I app-profile

» Create an HTTP application profile with the following configuration detail

Name ol - app-redinect -profile

Aedirection WTTP Lo HTTPS Redirection

= Create an HTTP maonitor with the following configuration detail

Namae Wt Ib-manitor

Bort B0

= Create an LT HTTP virtual server with the following configuration detail:

Name wob-D-wirtual - uerver

1P Adeiress 192.968.220.20

Port. 80

Load Balancer web-io

Server Pool. Naone

Application Profile. web- - app-redirect -profile

= Create an L4 TCP virtual server with the following configuration detail

Hame. web- Ib-virtual-server-hitps

1P Adicirais 191168 22020

Lol )
Server Pool COMmtns - wob- 4orvery
Complete the requested task.
Notes:

Passwords are contained in the user_readme.txt. Do not wait for configuration changes to be
applied in this task as processing may take some time to complete. This task should take up to
35 minutes to complete and is required for subsequent tasks.

A. See the Explanation part of the Complete Solution and step by step instructions

Answer: A

Explanation:

To create a logical load balancer for several web servers, you need to follow these steps:

Log in to the NSX Manager Ul with admin credentials. The default URL is https://<nsx-manager-

ip-address>.

Navigate to Networking > Load Balancing > Load Balancers and click Add Load Balancer.

Enter a name and an optional description for the load balancer. Select the tier-1 gateway where
you want to attach the load balancer from the drop-down menu or create a new one by clicking
New Tier-1 Gateway. Click Save.

Navigate to Networking > Load Balancing > Application Profiles and click Add Application Profile.
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Enter a name and an optional description for the application profile. Select HTTP as the
application type from the drop-down menu. Optionally, you can configure advanced settings
such as persistence, X-Forwarded-For, SSL offloading, etc., for the application profile. Click Save.
Navigate to Networking > Load Balancing > Monitors and click Add Monitor.

Enter a name and an optional description for the monitor. Select HTTP as the protocol from the
drop-down menu. Optionally, you can configure advanced settings such as interval, timeout, fall
count, rise count, etc., for the monitor. Click Save.

Navigate to Networking > Load Balancing > Server Pools and click Add Server Pool.

Enter a name and an optional description for the server pool. Select an existing application
profile from the drop-down menu or create a new one by clicking New Application Profile. Select
an existing monitor from the drop-down menu or create a new one by clicking New Monitor.
Optionally, you can configure advanced settings such as algorithm, SNAT translation mode, TCP
multiplexing, etc., for the server pool. Click Save.

Click Members > Set > Add Member and enter the IP address and port number of each web
server that you want to add to the server pool. For example, enter 192.168.10.10:80 and
192.168.10.11:80 for two web servers listening on port 80. Click Save and then Close.

Navigate to Networking > Load Balancing > Virtual Servers and click Add Virtual Server.

Enter a name and an optional description for the virtual server. Enter the IP address and port
number of the virtual server that will receive the client requests, such as 10.10.10.100:80. Select
HTTP as the service profile from the drop-down menu or create a new one by clicking New
Service Profile. Select an existing server pool from the drop-down menu or create a new one by
clicking New Server Pool. Optionally, you can configure advanced settings such as access log,
connection limit, rate limit, etc., for the virtual server. Click Save.

You have successfully created a logical load balancer for several web servers using NSX-T
Manager Ul.
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