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Question: 1 
   
Which example rule pattern would be considered the least secure? 
Response: 
 
A. c:\folder\test\nameofapplication\modulename_Version????????\?\obj_????.exe 
B. c:\folder\test\nameofapplication\modulename_*\*\*obj_????.exe 
C. c:\folder\test\nameofapplication\modulename*\*\*.exe 
D. c:\folder\test\nameofapplication\*.exe 
 

Answer: D     
 

Question: 2 
   
Which tools can be used to confirm rule enforcement behavior? 
(Select two) 
Response: 
 
A. policy_simulator 
B. event_viewer 
C. cb_rules_tester 
D. appconfig_manager 
 

Answer: A,C     
 

Question: 3 
   
Which type of custom rule is considered the most performant and secure? 
Response: 
 
A. Execution Control 
B. File Integrity Control 
C. File Creation Control 
D. Trusted Directory 
 

Answer: C     
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Question: 4 
   
Which two write actions are available for a File Integrity Control rule? 
Response: 
 
A. Ban 
B. Report 
C. Approve 
D. Allow 
E. Block 
 

Answer: B,E     
 

Question: 5 
   
What color will the Connected column show for an agent that is unprotected or requiring a restart? 
Response: 
 
A. Blue 
B. Gray 
C. Yellow 
D. Red 
 

Answer: D     
 

Question: 6 
   
Which approval method globally approves all files located within a particular file path on an agent? 
Response: 
 
A. Execution Control 
B. Trusted Directory 
C. File Creation Control 
D. Trusted Path 
 

Answer: B     
 

Question: 7 
   
In which enforcement level are no unapproved or banned files permitted to run? 
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Response: 
 
A. High Enforcement 
B. Medium Enforcement 
C. Low Enforcement 
D. Disabled 
 

Answer: A     
 

Question: 8 
   
How often should administrators review Baseline Drift reports? 
Response: 
 
A. On a regular basis to detect anomalies early 
B. Only when users report application failures 
C. Once per year as part of an audit process 
D. Immediately after every software update 
 

Answer: A     
 

Question: 9 
   
If a Custom Rule is created with 3 paths, 3 processes, and 3 users defined, how many rules does that 
expand to? 
Response: 
 
A. 3 
B. 6 
C. 9 
D. 27 
 

Answer: D     
 

Question: 10 
   
Which App Control best practices help reduce false positives? 
(Select two) 
Response: 
 
A. Fine-tuning rules based on event analysis 
B. Using default settings without customization 
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C. Allowing all new applications by default 
D. Implementing a test environment before applying rules to production 
 

Answer: A,D     
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