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Question: 1

Which detection method is best suited for identifying sensitive content within scanned images or PDFs?

A. Keyword-Based Detection

B. Optical Character Recognition (OCR)
C. Regular Expression Matching

D. Exact Data Matching (EDM)

Answer: B

When configuring Network Prevent, what is the role of MTAs (Mail Transfer Agents)?

A. To secure web browsers

B. To monitor network traffic

C. To capture and inspect email traffic
D. To manage network firewalls

Answer: C

When troubleshooting Enforce issues, what should be considered regarding server resources?

A. Server resources have no impact on DLP performance.

B. Server resource allocation may affect DLP system performance.
C. Server resources only affect DLP agent functionality.

D. Server resources are managed automatically by DLP.

Answer: B

Question: 4

What should an administrator do if DLP policies are generating too many false positives?
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A. Ignore incident reports until a critical issue arises

B. Disable all policies temporarily

C. Allow users to approve exceptions manually

D. Refine detection methods, such as Exact Data Matching (EDM) and fingerprinting

Answer: D

Which techniques help organizations secure sensitive data from unauthorized access? (Select two)

A. Removing all security restrictions on internal files

B. Using encryption for both data at rest and in transit

C. Allowing users to store sensitive files on personal cloud storage

D. Enforcing multi-factor authentication (MFA) for accessing confidential data

Answer: B,D

Question: 6

What Symantec Data Loss Prevention product can monitor and block FTP transmissions?

A. Network Monitor
B. Network Prevent for Web
C. Network Prevent for Email
D. Network Discover

Answer: B

Question: 7

What is the primary objective of troubleshooting DLP incidents related to Enforce server issues?

A. To block network communications

B. To create additional reports

C. To ensure uninterrupted incident data storage
D. To install antivirus software

Answer: C
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Which preventive measures can be enforced using Symantec DLP? (Select two)

A. Preventing confidential emails from being sent externally
B. Blocking unauthorized file transfers to USB drives

C. Disabling logging to reduce storage usage

D. Allowing unrestricted access to all shared drives

Answer: A,B

A Chief Information Security Officer (CISO) wants to consolidate DLP Incident Remediation triage and
follow up using a third-party Help Desk through Web Services.
Which document advertises all of the available operations in the Incident Reporting and Update API?

A. Simple Object Access Protocol (SOAP)

B. Web Services Description Language (WSDL)
C. Simple Oriented Access Protocol (SOAP)

D. Web Services Definition Language (WSDL)

Answer: B

Which feature in Symantec DLP allows automated responses to prevent data leakage based on policy
violations?

A. Threat Intelligence Service
B. Exact Data Matching (EDM)
C. Data Tagging

D. Smart Response Rules

Answer: D
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