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What is the purpose of the VIP Enterprise Gateway?
Response:

A. An interface to configure services and report on usage

B. An interface for users to manage their credentials, VIP Login Pins, and Trusted Devices

C. An interface to provide authentication services and bridge local user directories to theSymantec VIP
Service

D. An interface to implement groups that can be used to synchronize the organization’sdirectory

Answer: C

What RADIUS feature is used to prevent UDP traffic from traversing the perimeter network to
theenterprise’s back-end network?
Response:

A. Delegation

B. Tunnel Forwarder
C. Gateway

D. VPN

Answer: B

What VIP Enterprise Gateway setting enables VIP Authentication services to send temporary
securitycodes using out-of-band methods with any RADIUS validation server?
Response:

A. Enable Enterprise Login ID Mapping

B. Use VIP Login Challenge/Response

C. Enable OOB Push Codes

D. Use RADIUS Access-Challenge Mode Validation

Answer: D
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What is the purpose of the VIP Manager Portal?
Response:

A. An interface for administrators to manage user credentials, configure services, and reporton usage
B. An interface for users to manage their credentials, VIP Login Pins, and Trusted Devices

C. An interface to provide authentication services and bridge local user directories to theSymantec VIP
Service

D. An interface to implement groups that can be used to synchronize the organization’sdirectory

Answer: A

Which authentication option is an example of something you have?
Response:

A. SiteKey

B. SSL

C. Challenge Question
D. CAPTCHA

Answer: B

What VIP Validation Server feature must be enabled to support VIP Access Push notifications?
Response:

A. Access-Challenge mode

B. Out-of-Band Security Codes
C. Mobile Push Authentication
D. Validation Tunneling

Answer: C

Which is the most common method for integrating VIP with mobile applications?
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Response:

A. VIP Credential Development Kit
B. SAML

C. VIP JavaScript

D. VIP Intelligent Authentication

Answer: A

How are Validation servers limited when Business Continuity mode is enabled?
Response:

A. Only administrators can authenticate

B. All authentication is blocked until VIP Authentication Services are restored
C. OTP Security Codes are not processed

D. Authentication is only allowed after 1st and 2nd factor is validated

Answer: C

Which authentication option is an example of something you know?
Response:

A. CAPTCHA

B. One Time Password Token
C. Printed Grid Card

D. PKI Certificate

Answer: A

Where is LDAP Synchronization configured?
Response:

A. VIP Manager

B. VIP LDAP Plugin

C. VIP Service

D. VIP Enterprise Gateway
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Answer: D
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