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In PAM 3.x, from which menu does an administrator start to import devices from LDAP?
Response:

A. Devices > Manage Device Groups
B. Import > Device Group

C. Devices > Manage Devices

D. Import > Devices

Answer: A

When you create a dynamic target group, which fields are available for configuring dynamic filters?
(Choose three)
Response:

A. Host Name

B. Service Name

C. Account Name
D. Application Type

Answer: A,C,D

You can set a Change Password On Connection End option for a password view policy. If set, a password
that is used to establish a connection, such as RDP or SSH, is automatically changed.

When is the change implemented?

(Choose two)

Response:

A. When the connection times out

B. When the PAM session is closed by the user

C. Immediately after the connection is closed

D. Immediately before the next connection to the server

Answer: A,C
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In PAM, security information and event management systems (SIEM) are leveraged for storing:
Response:

A. credential data.

B. policy engine data.

C. session applet data.

D. recorded session and log data.

Answer: D

What can you do after you load an Active Directory group from the PAM UI?
(Choose two)
Response:

A. Delete the group.

B. Refresh the group.

C. Add a user to the group.

D. Delete a user from the group.

Answer: A,B

What is defined in an SSH Key Pair policy?
Response:

A. A key type and length

B. A dual authorization list

C. A key pair rotation policy

D. A master private key for managing keys

Answer: A
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Windows services and scheduled tasks are discovered through which target connector?
Response:

A. AWS Proxy

B. Windows Local

C. Windows Proxy

D. Windows Domain Services

Answer: C

You need a valid repository on PAM to store graphical session recording files. What can you use?
(Choose three)
Response:

A. Amazon S3

B. Google Drive

C. Network File System (NFS)

D. The local CA PAM appliance

E. Common Internet File System (CIFS)

Answer: A,C,E

PAM supports Security Assertion Markup Language (SAML) 2.0 as an authentication option. What does
this enable you to do?
Response:

A. Integrate PAM as a Service Provider (SP) for an Identity Provider (IdP) such as CA Single Sign-On (CA
SS0O).

B. Use PAM as an IdP to connect to a rich client acting as an SP.

C. Operate as an IdP or an SP for a web portal SSO connection.

D. Operate as an IdP only for a web portal SSO connection.

Answer: C

By default, which port does PAM use to communicate with the Windows Proxy?
Response:
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A.443

B. 27077
C. 28088
D. 49154

Answer: B
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