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A laptop user connects successfully from the office but cannot reach protected Internet access when
working from home. Which area should be investigated first?
Response:

A. Remote access method behavior and client connectivity outside the corporate network
B. Cloud SWG dashboard widget order

C. Office 365 policy exemptions only

D. Report export file naming

Answer: A

An administrator wants remote users to receive the same acceptable-use and threat-protection policies
as office-based employees. What should be configured?
Response:

A. Route remote user traffic through Cloud SWG using an appropriate supported remote access method.
B. Configure only Cloud SWG reporting dashboards.

C. Disable TLS/SSL interception for remote users automatically.

D. Remove authentication requirements for remote users.

Answer: A

Which of the following are supported remote access methods in Cloud SWG?
(Select two)
Response:

A. Web Security Service (WSS) Agent
B. Secure Shell (SSH) Tunneling

C. Web and Cloud Access Protection
D. DNS Forwarding

Answer: A,C
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Which mechanisms does Cloud SWG use to protect user privacy and enforce data security?
(Select two)
Response:

A. Data Loss Prevention (DLP)
B. Anonymous Browsing Mode
C. TLS/SSL inspection

D. Personal Cloud Backup

Answer: A,C

A security administrator wants the same acceptable-use and threat protection policies applied to

desktops, laptops, and mobile devices. Which Cloud SWG design principle best supports this goal?
Response:

A. Use supported mobile integration so Cloud SWG applies centralized security policies across device
types

B. Configure separate unrelated policies for every mobile operating system only

C. Disable policy enforcement for mobile users outside corporate offices

D. Allow unmanaged mobile traffic to bypass Cloud SWG automatically

Answer: A

Which controls are most relevant when limiting what Cloud SWG administrators can view or manage?
(Choose TWO)

Response:

A. Access privileges

B. Data privacy settings

C. Malware analysis file reputation only
D. Office 365 exemption categories only

Answer: A,B
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Which controls can enhance authentication security for Cloud SWG users?
Response:

A. Multi-Factor Authentication (MFA)

B. Secure authentication protocols and encryption
C. Content filtering settings

D. Automated email spam filters

Answer: A,B

Which Cloud SWG features enhance security for cloud-based collaboration tools like Microsoft OneDrive
and Google Drive?

(Select two)

Response:

A. Web content filtering

B. Cloud Access Security Broker (CASB) integration
C. Time-based network restrictions

D. Static IP address assignment

Answer: A,B

Which of the following access methods allows remote users to securely connect to Cloud SWG?
Response:

A. Forwarding Proxy

B. VPN Tunnel

C. Web Security Service (WSS) Agent
D. Cloud Storage Gateway

Answer: C
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Which type of integration allows mobile devices to enforce Cloud SWG security policies?
Response:

A. Mobile Device Management (MDM) integration
B. Network File System (NFS) integration

C. IPv6 tunneling configurations

D. Secure File Transfer Protocol (SFTP) access

Answer: A
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