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Question: 1

What format is used to specify JSON patches in Kyverno?

A. Key-value pairs

B. Path-based operations
C. Regular expressions

D. JSON schemas

Answer: B

Which role should be assigned to Kyverno to allow it to create and manage policies?

A. ClusterRole

B. NetworkRole

C. ConfigRole

D. NamespaceAdmin

Answer: A

Which of the following are valid Kyverno rule types? (Choose two)

A. Validation
B. Exception
C. Mutation
D. Enforcement

Answer: A,C

Question: 4

What type of information is included in a Kyverno policy violation report?
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A. Resource name, namespace, and violation details.
B. Resource quotas and limits.
C. Metrics on node utilization.

Answer: A

What is a key feature of the kyverno test command?

A. Applying policies to the live cluster.

B. Running predefined test cases against policies.

C. Generating Helm charts for policy configurations.
D. Installing Kyverno in a namespace.

Answer: B

Which value can be set for the validationFailureAction field to ensure policy violations only generate
logs?

A. Block
B. Audit
C. Warn
D. Ignore

Answer: B

What is the purpose of configuring RBAC for Kyverno?

A. To define node-specific configurations for Kyverno.

B. To grant Kyverno permissions to validate and mutate resources in the cluster.
C. To control access to Kubernetes namespaces.

D. To manage the network policies used by Kyverno.

Answer: B
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Question: 8

What are valid settings for validationFailureAction in a Kyverno policy? (Choose two)

A. Block

B. Log

C. Audit

D. Reject

Answer: A,C

Question: 9

What are the benefits of monitoring Kyverno policy metrics? (Choose two)

A. Identifying frequently violated policies.

B. Visualizing namespace resource quotas.

C. Understanding cluster compliance trends.
D. Generating automated resource manifests.

Answer: A,C

Which Kyverno rule type modifies existing resource manifests?

A. Validation
B. Mutation
C. Generation
D. Annotation

Answer: B
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