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Question: 1 
   
Which challenges are commonly addressed by network device automation tools? 
(Select two) 
Response: 
 
A. Ensuring consistent configurations 
B. Increasing the number of devices 
C. Reducing manual errors 
D. Enhancing physical device aesthetics 
 

Answer: A,C     
 

Question: 2 
   
In systems engineering, what is the primary function of a use case diagram? 
Response: 
 
A. To define data packet flow 
B. To represent the interactions between users and the system 
C. To detail network security protocols 
D. To evaluate Python programming performance 
 

Answer: B     
 

Question: 3 
   
How do you add an element to a set in Python? 
Response: 
 
A. set.add(element) 
B. set.append(element) 
C. set.insert(element) 
D. set.include(element) 
 

Answer: A     
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Question: 4 
   
What is the function of a management information base (MIB) in SNMP? 
Response: 
 
A. To store device configuration scripts 
B. To define the structure of network management data 
C. To provide a graphical interface for device monitoring 
D. To encrypt SNMP communication 
 

Answer: B     
 

Question: 5 
   
Which tools are useful for monitoring and maintaining IoT network security? 
(Select two) 
Response: 
 
A. Intrusion Detection Systems (IDS) 
B. Packet Sniffers 
C. Network Device Aesthetics Analyzer 
D. Device Weight Calculator 
 

Answer: A,B     
 

Question: 6 
   
Which protocol is commonly used for logging and monitoring events on network devices? 
Response: 
 
A. HTTP 
B. Syslog 
C. FTP 
D. SNMP 
 

Answer: B     
 

Question: 7 
   
What are critical factors to consider during the stakeholder analysis phase of requirements gathering? 
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(Select two) 
Response: 
 
A. Identifying stakeholder needs 
B. Calculating network latency 
C. Mapping stakeholder influence on project outcomes 
D. Evaluating device signal strength 
 

Answer: A,C     
 

Question: 8 
   
What are the advantages of using secure protocols like SSH for device management? 
(Select two) 
Response: 
 
A. Protecting communication from unauthorized access 
B. Simplifying device firmware updates 
C. Encrypting data transmissions 
D. Reducing network latency 
 

Answer: A,C     
 

Question: 9 
   
Which of the following is an example of a network performance monitoring tool? 
Response: 
 
A. Ansible 
B. Nagios 
C. SSH 
D. Git 
 

Answer: B     
 

Question: 10 
   
What is a common challenge in requirements gathering for a wireless IoT network? 
Response: 
 
A. Excessive power consumption of devices 
B. Unclear communication between stakeholders 
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C. Overlapping device frequencies 
D. Incompatible Python libraries 
 

Answer: B     
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