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Which of the following types of certificates is typically used for encrypting emails in an organization?
Response:

A. SSL Certificate

B. Code Signing Certificate
C. S/MIME Certificate

D. Root CA Certificate

Answer: C

Which PowerShell cmdlet would you use to enable auditing for changes to file and folder permissions on
a Windows system?
Response:

A. Enable-ObjectAuditing
B. Set-AclAudit

C. Audit-FileSystem

D. Set-AuditRule

Answer: D

You are tasked with securing PowerShell usage on a Windows endpoint to mitigate the risk of malware
executing via scripts. Which of the following actions would you take to harden PowerShell on this
system?

Response:

A. Set the execution policy to "AllSigned" and enable module logging
B. Disable PowerShell completely to prevent any execution

C. Remove PowerShell from all user profiles

D. Allow unrestricted execution for all PowerShell scripts

Answer: A
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In PowerShell, what is the role of Set-ADAccountPassword?
Response:

A. To lock a user account after a password policy violation

B. To set or reset the password of an Active Directory account
C. To enforce password complexity requirements

D. To monitor password changes in Active Directory

Answer: B

In a Public Key Infrastructure (PKI), which of the following is responsible for storing public keys and
ensuring their availability for verification?
Response:

A. Certificate Revocation List (CRL)

B. Certificate Store

C. Online Certificate Status Protocol (OCSP)
D. Key Escrow

Answer: B

In PowerShell, how do you create an array containing multiple values?
Response:

A. Sarray ={1, 2, 3}

B. Sarray = (1, 2, 3)
C.$array = @("1", "2", "3")
D. Sarray = "1","2", "3"

Answer: C

What cmdlet can be used to remove an Active Directory user using PowerShell?
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Response:

A. Remove-ADUser

B. Delete-ADUser

C. Remove-UserAD

D. Remove-ADPrincipal

Answer: A

What cmdlet would you use to define a function in PowerShell that can take parameters?
Response:

A. Define-Function
B. Set-Function

C. New-PSFunction
D. Function {}

Answer: D

A critical server in your organization runs several PowerShell scripts that automate system maintenance
tasks. You need to prevent unauthorized users from running additional PowerShell commands or
altering these scripts. What measures should you implement to meet this requirement?

Response:

A. Configure AppLocker to allow only specific signed scripts to run and set the execution policy to
"AllSigned"

B. Set PowerShell to Constrained Language mode and remove all existing PowerShell scripts

C. Allow unrestricted execution for all PowerShell scripts but monitor system logs

D. Disable PowerShell on the server to block script execution

Answer: A

Which cmdlet in PowerShell can be used to display a list of running services?
Response:

A. Get-Process
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B. Get-Service
C. List-Service
D. Find-Service

Answer: B
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