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Which of the following are recognized software security reference standards or frameworks?
(Select two)
Response:

A. Agile Development

B. ISO/IEC 27034

C. NIST Cybersecurity Framework
D. Waterfall Model

Answer: B,C

Which of the following types of data should always be validated?
Response:

A. Data from trusted sources

B. Data from untrusted sources

C. Static data

D. Data that does not influence the application logic

Answer: B

Which of the following are phases in Security Requirement Engineering (SRE)?
(Select two)
Response:

A. Requirement Elicitation
B. Code Optimization

C. Requirement Analysis
D. Market Analysis

Answer: A,C
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What best describes the primary goal of application security?
Response:

A. Enhance application features

B. Protect applications from threats and vulnerabilities
C. Increase application loading speed

D. Reduce application maintenance cost

Answer: B

How does the use of design patterns benefit application security?
Response:

A. They introduce known vulnerabilities

B. They provide tried and tested solutions to common security problems
C. They are solely for aesthetic purposes

D. They decrease application performance

Answer: B

How should error messages be designed to avoid giving away sensitive information?
Response:

A. By providing specific details about the error and how to fix it

B. By using technical jargon that is difficult for laypeople to understand

C. By offering generic, user-friendly error messages without revealing details
D. By redirecting all errors to a single message that requests user patience

Answer: C

In MVC architecture, where is it most appropriate to implement authorization checks?
Response:
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A. Within the model, to ensure data integrity

B. In the view, to control visible elements based on user roles

C. Within the controller, to prevent unauthorized access to actions
D. In external libraries, to ensure separation of concerns

Answer: C

Which are ongoing security maintenance and monitoring activities?
(Select two)
Response:

A. Performing regular security assessments and audits

B. Ignoring software update notifications to maintain stability
C. Continuously monitoring for suspicious activities

D. Disabling security alerts to reduce administrative overhead

Answer: A,C

How can input sanitization differ from input validation?
Response:

A. Sanitization alters the input to ensure its safety
B. Sanitization removes the need for validation

C. Sanitization increases the complexity of inputs
D. Sanitization is less important than validation

Answer: A

Which practice is recommended for securing cryptographic keys?
Response:

A. Storing keys openly in the database

B. Hardcoding keys into the application code

C. Using a secure key vault or hardware security module
D. Sharing keys via email with team members
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Answer: C
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