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Question: 1 
   
How many bits encryption does SHA-1 use? 
Response: 
 
A. 140 
B. 512 
C. 128 
D. 160 
 

Answer: D     
 

Question: 2 
   
Which two key elements will help to properly scope a penetration test? 
Response: 
 
A. Areas of concern 
B. Rules of engagement 
C. Statement of work 
D. Type of test 
E. Status meetings 
 

Answer: A,D     
 

Question: 3 
   
Which of the following protocols can offer a secure transport mechanism for delivering the report to the 
customer? 
(Select all that apply.) 
Response: 
 
A. HTTP 
B. SFTP 
C. FTP 
D. HTTPS 
 

Answer: B,D     
 



Question: 4 
   
Which of the following is NOT a Back orifice plug-in? 
Response: 
 
A. BOSOCK32 
B. STCPIO 
C. BOPeep 
D. Beast 
 

Answer: D     
 

Question: 5 
   
Raw netcat shells and telnet terminals share which characteristic? 
Response: 
 
A. Ability to send commands to a target machine. 
B. Ability to adapt output to the size of display window 
C. Shells and terminals are exactly the same. 
D. Ability to process standard output control sequences. 
 

Answer: D     
 

Question: 6 
   
From a computer security perspective, which of the following are benefits of password hashing with a 
salt value? 
(Select all that apply.) 
Response: 
 
A. No two users will have the same password hash. 
B. Confidentiality of the password is ensured. 
C. No two users will have the same password. 
D. The password cannot be cracked. 
 

Answer: A,B     
 

Question: 7 
   



The resulting business impact, of the penetration test or ethical hacking engagement is explained in 
what section of the final report? 
Response: 
 
A. Problems 
B. Findings 
C. Impact Assessment 
D. Executive Summary 
 

Answer: D     
 

Question: 8 
   
What is the MOST important document to obtain before beginning any penetration testing? 
Response: 
 
A. Project plan 
B. Exceptions document 
C. Project contact list 
D. A written statement of permission 
 

Answer: D     
 

Question: 9 
   
What section of the penetration test or ethical hacking engagement final report is used to detail and 
prioritize the results of your testing? 
Response: 
 
A. Methodology 
B. Conclusions 
C. Executive Summary 
D. Findings 
 

Answer: C     
 

Question: 10 
   
What does TCSEC stand for? 
Response: 
 
A. Trusted Computer System Evaluation Criteria 



B. Target Computer System Evaluation Criteria 
C. Trusted Computer System Experiment Criteria 
D. Trusted Computer System Evaluation Center 
 

Answer: A     
 


