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Refer to the exhibit.
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Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP Scan Rule
2)

from a FortiMail device.

Which two message types will trigger this DLP scan rule? (Choose two.)

A. An email that contains credit card numbers in the body, attachment, and subject will trigger this scan
rule.

B. An email sent from sales@internal. lac will trigger this scan rule, even without matching any
conditions.

C. An email message that contains credit card numbers in the body will trigger this scan rule.

D. An email message with a subject that contains the term 'credit card" will trigger this scan rule.

Answer: C,D

Refer to the exhibit, which displays a history log entry.
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In the Policy ID column, why is the last policy ID value SYSTEM?

A. The email was dropped by a system blacklist.

B. The email matched a system-level authentication policy.
C. Itis an inbound email.

D. The email did not match a recipient-based policy.

Answer: D

Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in
gateway mode.
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Sender Reputation
-
-5 1 1 Records per page: | 50 -
P Location Violation Access Expiry Time
10.0.1 254 ZZ (Reserved) Mail CLI, Mail, Web 5 minutes

Why was the IP address blocked?

A. The IP address had consecutive SMTPS login failures to FortiMail..

B. The IP address had consecutive IMAP login failures to FortiMail.

C. The IP address had consecutive administrative password failures to FortiMail.
D. The IP address had consecutive SSH login failures to FortiMail.

Answer: A

Which three configuration steps must you set to enable DKIM signing for outbound messages on
FortiMail? (Choose three.}

A. Generate a public/private key pair in the protected domain configuration.
B. Enable the DKIM checker in a matching session profile.

C. Publish the public key as a TXT record in a public DNS server.

D. Enable the DKIM checker in a matching antispam profile.

E. Enable DKIM signing for outgoing messages in a matching session profile.

Answer: A, C, E

Exhibit.
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Email Archiving Policy
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Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email Archiving
2) from a FortiMail device.

What two archiving actions will FortiMail take when email messages match these archive policies?
(Choose two.)

A. FortiMail will save archived email in the journal account.

B. FortiMail will archive email sent from marketingexample. com.

C. FortiMail will exempt spam email from archiving.

D. FortiMail will allow only the marketingeexample.com account to access the archived email.

Answer: A, C
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