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Consider the scenario where the server name indication (SNI) does not match either the common name
(CN) or any of the subject alternative names (SAN) in the server certificate.
Which action will FortiGate take when using the default settings for SSL certificate inspection?

A. FortiGate uses the SNI from the user's web browser.

B. FortiGate closes the connection because this represents an invalid SSL/TLS configuration.
C. FortiGate uses the first entry listed in the SAN field in the server certificate.

D. FortiGate uses the CN information from the Subject field in the server certificate.

Answer: D

Exhibit.

Refer to the exhibit, which contains partial output from an IKE real-time debug.
Which two statements about this debug output are correct? (Choose two.)

A. Perfect Forward Secrecy (PFS) is enabled in the configuration.
B. The local gateway IP address is 10.0.0.1.

C. It shows a phase 2 negotiation.

D. The initiator provided remote as its IPsec peer ID.
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Answer: C, D

Exhibit.

Refer to the exhibit, which shows the output of a diagnose command.
What can you conclude about the debug output in this scenario?

A. The first server provided to FortiGate when it performed a DNS query looking for a list of rating
servers, was 121.111.236.179.

B. There is a natural correlation between the value in the FortiGuard-requests field and the value in the
Weight field.

C. FortiGate used 64.26.151.37 as the initial server to validate its contract.

D. Servers with a negative TZ value are less preferred for rating requests.

Answer: B

Refer to the exhibit, which shows the output of a policy route table entry.

f Oxff fl x00 col=0 spo. 0-0 iif=0 dport=1-

int -23

Which type of policy route does the output show?
A. An ISDB route

B. A regular policy route
C. A regular policy route, which is associated with an active static route in the FIB
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D. An SD-WAN rule

Answer: A
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Refer to the exhibit, which shows a FortiGate configuration.

An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a
web filter profile and applied it to a policy; however the web filter is not inspecting any traffic that is
passing through the policy.

What must the administrator do to fix the issue?

A. Disable webfilter-force-off.
B. Increase webfilter-timeout.
C. Enable fortiguard-anycast.
D. Change protocol to TCP.
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Answer: A
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