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In which phase of the cloud service lifecycle are service instances de-provisioned?
Response:

A. Service termination
B. Service creation

C. Service operation
D. Service planning

Answer: A

A cloud provider installs a virtual firewall on a hypervisor to reduce the scope of a security breach when
there is already a network-based firewall deployed in the cloud environment.

Which strategy did the cloud provider use to mitigate the risk of security threats?

Response:

A. Trusted computing base

B. Defense-in-depth

C. Information assurance framework
D. Adaptive security

Answer: B

Which statement describes an image-based backup solution?
Response:

A. The capability to perform recovery only at the file level is provided
B. Data is transferred directly from the guest OS to the backup device
C. Backup processing is offloaded from virtual machines to a proxy server
D. The backup agent is required inside the virtual machine to back up

Answer: C
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What is the goal of lean practices in a software development methodology?
Response:

A. Create quality software with the minimum number of team members
B. Create quality software in the shortest time period at the lowest cost
C. Develop software using 12-Factor modern application practices
D. Develop and deploy software using third platform technologies

Answer: B

Which statement describes the OAuth mechanism?
Response:

A. An open authorization mechanism that allows a client to access protected resources from a resource
server on behalf of a resource owner

B. A network authentication protocol that provides strong authentication for client/server applications
by using secret-key cryptography

C. An open authentication standard in which a service provider uses authentication services from an
OpenlD provider

D. A mechanism designed to examine data packets traversing a network and compare them to a set of
filtering rules

Answer: A

What condition can result in the development of a "shadow IT" organization?
Response:

A. Aging facilities, and outdated policies and technology

B. Bypassing of internal IT and looking elsewhere for IT services

C. Increasing number of end user devices and different access points
D. Lack of cloud extensibility inside an organization

Answer: B
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How is the fulfillment process of a service request implemented in a cloud environment?
Response:

A. Cloud Administrator manually handles service requests

B. Element manager collects service requests directly from the catalog

C. Workflows defined in the orchestrator direct the process

D. Orchestrator allocates the same amount of resources to all service requests

Answer: C

Which type of zoning prevents unauthorized access, even when node ports are re-cabled to a different
fabric port on a Fibre Channel switch?
Response:

A. eui-based

B. WWPN-based
C. Port-based

D. Mixed

Answer: B

What term refers to businesses that do not have a digital plan, and have limited initiatives or
investments related to digital transformation?
Response:

A. Digital Leaders

B. Digital Laggards
C. Digital Adopters
D. Digital Evaluators

Answer: B
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What is the effect of network broadcast traffic reaching the configured network storm control threshold
on a switch port?
Response:

A. Broadcast traffic is blocked. Subsequent broadcast frames are dropped for a specific interval.
B. Broadcast traffic is allowed partially, maintaining the traffic rate below the threshold level.
C. Switch port bandwidth increases automatically to accommodate the traffic.

D. The switch port is disabled. Administrator intervention is required to enable it.

Answer: A
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