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A startup organization is adopting a multi-cloud strategy to deploy their applications in various cloud
service provider environments to save cost. How would this strategy impact the security for the
organization?

Response:

A. Eliminates the vulnerabilities across the applications
B. Eliminates the need for multiple security tools

C. Increases the number of attack surfaces

D. Increases the number of security agents

Answer: C

An organization uses machine learning and behavioral analytics to build a pattern of usual user behavior
and recognize irregularities or doubtful activities. Which stage of identity based Zero Trust is the
organization currently in?

Response:

A. Stage 0: Fragmented Identity
B. Stage 1: Unified Identity

C. Stage 2: Contextual Identity
D. Stage 3: Adaptive Identity

Answer: D

How does the concept of Data Classification contribute to the architecture design when implementing a
Data-Centric Zero Trust?
Response:

A. Enforces access controls based on data type

B. Relies solely on user authentication for data protection
C. Requires the encryption of all network traffic

D. Customizes access controls based on data sensitivity
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Answer: D

What is the correct order for the CISA Zero Trust Maturity Model Journey?
Response:

A. Advanced, Optimal, Traditional, and Initial
B. Optimal, Initial, Advanced, and Traditional
C. Initial, Traditional, Optimal, and Advanced
D. Traditional, Initial, Advanced, and Optimal

Answer: D

What are the two validation methods used to validate user authenticity in Zero Trust architecture?
(Select 2)
Response:

A. Virtual private network segmentation
B. Demilitarized zones authentication

C. Machine user authentication

D. User identity authentication

Answer: CD

In the NIST Zero Trust Architecture, which logical components is the policy decision point broken down
into?
Response:

A. Policy Engine and Policy Administrator

B. Policy Engine and Policy Enforcement Point

C. Policy Enforcement Point and Policy Administrator
D. Policy Engine and Access Management Point

Answer: A
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Which factors are responsible for Zero Trust gaining significance?
(Select 2)
Response:

A. Supply Chain

B. Multi Cloud

C. Device Management
D. Data Volume

Answer: AB

A large bank is looking to increase their security posture. The leaders make decisions to work on gap
analysis and their environment capabilities. Which phase of Zero Trust Implementation is being worked
on?

Response:

A. Technical and Business Discovery
B. Policy Design

C. Architecture Design

D. Architecture Optimization

Answer: C

Which option supports the use of Extended Detection and Responses in Zero Trust Network Access?
Response:

A. Centralized management

B. Layered security approach

C. Continuous verification and validation
D. Identity and Access Management

Answer: D
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Which approach of implementing Zero Trust, along with its guiding principles, encompasses visibility,
granular security, and dynamic adaptation?
Response:

A. Federated identity

B. Microsegmentation

C. Continuous monitoring
D. Identity governance

Answer: B
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