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Question: 1 
   
When conducting Android device forensics, which file systems may be encountered on the device? 
(Select all that apply) 
Response: 
 
A. NTFS 
B. HFS+ 
C. FAT32 
D. EXT4 
 

Answer: CD     
 

Question: 2 
   
When analyzing third-party application artifacts, what is "metadata," and why is it significant? 
Response: 
 
A. Metadata is the main app executable file. 
B. Metadata refers to data about the app's performance. 
C. Metadata is information about the app's data, such as timestamps and file properties. 
D. Metadata indicates the app's version number. 
 

Answer: C     
 

Question: 3 
   
What type of data is commonly found in the "Call History" section of an iOS backup? 
Response: 
 
A. App installation records 
B. GPS location history 
C. Text messages 
D. Call logs 
 

Answer: D     
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Question: 4 
   
In iOS backup forensics, what data can be found in the "Keychain" component of a backup? 
Response: 
 
A. App data 
B. System logs 
C. SMS messages 
D. Wi-Fi passwords 
 

Answer: D     
 

Question: 5 
   
To access cloud data from an Android device, forensic experts often need to obtain a: 
Response: 
 
A. SIM card 
B. Warrant 
C. Physical access to the device 
D. Google Drive app 
 

Answer: B     
 

Question: 6 
   
Which type of file system permission can hinder the extraction of data from Android devices? 
(Select all that apply) 
Response: 
 
A. Read 
B. Write 
C. Execute 
D. Hidden 
 

Answer: ABC     
 

Question: 7 
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SQLite databases used by applications store structured data, and they have the extension 
____________. 
Response: 
 
A. .db 
B. .sql 
C. .data 
D. .table 
 

Answer: A     
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