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Question: 1 
   
What term describes a form of harassment in which a group of people use the internet to harass, 
intimidate, or embarrass the victim? 
Response: 
 
A. Cyberbullying 
B. Social engineering 
C. Cybermobbing 
D. Privilege escalation 
 

Answer: C     
 

Question: 2 
   
What is the difference between an active and a passive RFID device? 
Response: 
 
A. The type of radio waves used 
B. The range of the device 
C. The frequency of the device 
D. The power source of the device 
 

Answer: D     
 

Question: 3 
   
Which of the following is a feature of BitLocker? 
Response: 
 
A. Firewall 
B. Full disk encryption 
C. File encryption 
D. Access control 
 

Answer: B     
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Question: 4 
   
You are concerned about your internet activity being tracked by your ISP. Which of the following 
solutions would be the most appropriate for protecting your privacy? 
Response: 
 
A. End-to-end encryption 
B. TOR 
C. Transfer encryption 
D. Disabling your firewall 
 

Answer: B     
 

Question: 5 
   
Which encryption tool is used to encrypt files stored in file storage cloud services? 
Response: 
 
A. BitLocker 
B. Cryptomator 
C. VeraCrypt 
D. Data encryption 
 

Answer: B     
 

Question: 6 
   
You suspect that your computer has been infected with a keylogger. What can you do to protect your 
sensitive information? 
Response: 
 
A. Continue using your computer normally and hope for the best 
B. Disable your antivirus software 
C. Type your sensitive information using an on-screen keyboard 
D. Keep your computer disconnected from the internet 
 

Answer: C     
 

Question: 7 
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Which of the following is an example of an administrative control? 
Response: 
 
A. Firewalls 
B. Biometric scanners 
C. Password policies 
D. Intrusion detection systems 
 

Answer: C     
 

Question: 8 
   
What do web browsers check when verifying the validity of an X.509 certificate? 
Response: 
 
A. subjectAltName 
B. Expiration date and issuer 
C. Key usage 
D. Subject 
 

Answer: B     
 

Question: 9 
   
Which concept ensures that only the intended recipients can read a message? 
Response: 
 
A. End-to-end encryption 
B. Transfer encryption 
C. TOR 
D. Proxy servers 
 

Answer: A     
 

Question: 10 
   
What type of implication can occur if a company experiences a data breach due to an IT outage caused 
by a cybersecurity error and is held liable for damages? 
Response: 
 
A. Personal implications 
B. Financial implications 
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C. Ecological implications 
D. Social implications 
 

Answer: B     
 

Question: 11 
   
Which of the following is an example of responsible handling of information about security 
vulnerabilities? 
Response: 
 
A. Exploiting the vulnerability for personal gain 
B. Reporting the vulnerability to the appropriate party 
C. Ignoring the vulnerability and doing nothing 
D. Sharing the vulnerability with unauthorized parties 
 

Answer: B     
 

Question: 12 
   
Which protocol provides secure communication over the Internet by encrypting data in transit? 
Response: 
 
A. SMTP 
B. FTP 
C. HTTP 
D. HTTPS 
 

Answer: D     
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