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Operational technology (OT) network analysts run different levels of reports to identify failures that
could put the network at risk Some of these reports may be related to device performance
Which FortiSIEM reporting method helps identify device failures?

A. Device inventory reports

B. Payment card industry (PCI) logging reports

C. Configuration management database (CMDB) operational reports
D. Business service reports

Answer: C

Which three methods of communication are used by FortiNAC to gather visibility information? (Choose
three.)

A. SNMP
B. ICMP
C. API

D. RADIUS
E. TACACS

Answer: A,C,D

Refer to the exhibit.
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An operational technology rule is created and successfully activated to monitor the Modbus protocol on
FortiSIEM. However, the rule does not trigger incidents despite Modbus traffic and application logs
being received correctly by FortiSIEM.

Which statement correctly describes the issue on the rule configuration?

A. The first condition on the SubPattern filter must use the OR logical operator.
B. The attributes in the Group By section must match the ones in Fitters section.
C. The Aggregate attribute COUNT expression is incompatible with the filters.

D. The SubPattern is missing the filter to match the Modbus protocol.

Answer: B

What can be assigned using network access control policies?

A. Layer 3 polling intervals

B. FortiNAC device polling methods
C. Logical networks

D. Profiling rules
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Answer: C

A FortiGate device is newly deployed as the edge gateway of an OT network security fabric. The
downstream FortiGate devices are also newly deployed as Security Fabric leafs to protect the control
area zone.

With no additional essential networking devices, and to implement micro-segmentation on this OT
network, what configuration must the OT network architect apply to control intra-VLAN traffic?

A. Enable transparent mode on the edge FortiGate device.

B. Enable security profiles on all interfaces connected in the control area zone.
C. Set up VPN tunnels between downstream and edge FortiGate devices.

D. Create a software switch on each downstream FortiGate device.

Answer: D
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