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Question: 1   
 
In the big data intelligent security analysis platform, it is necessary to collect data from data sources, and 
then complete a series of actions such as data processing, detection and analysis, etc. 
do. Which of the following options does not belong to the action that needs to be completed in the data 
processing part? 
155955cc-666171a2-20fac832-0c042c0422 
 
A. Data preprocessing 
B. Threat determination 
C. Distributed storage 
D. Distributed index 
 

Answer: B     
 

Question: 2   
 
Which of the following options is not a defense against HTTP Flood attacks? 
 
A. HTTP Flood source authentication 
B. HTTP source statistics 
C. URI source fingerprint learning function 
D. Baseline learning 
 

Answer: D     
 

Question: 3   
 
Regarding the processing flow of file filtering, which of the following statements is wrong? 
 
A. After the file decompression fails, the file will still be filtered. . 
B. The application identification module can identify the type of application that carries the file. 
C. Protocol decoding is responsible for analyzing the file data and file transmission direction in the data 
stream. 
D. The file type recognition module is responsible for identifying the true type of the file and the file 
extension based on the file data 
 

Answer: A     
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Question: 4   
 
In the deployment of Huawei NIP6000 products, only port mirroring can be used for streaming 
replication. 
 
A. True 
B. False 
 

Answer: B     
 

Question: 5   
 
Which of the following technologies can achieve content security? (multiple choice) 
 
A. Web security protection 
B. Global environment awareness 
C. Sandbox and big data analysis 
D. Intrusion prevention 
 

Answer: A, B, C, D     
 

Question: 6   
 
The anti-virus feature configured on the Huawei USG6000 product does not take effect. Which of the 
following are the possible reasons? (multiple choice) 
 
A. The security policy does not reference the anti-virus configuration file. 
B. The anti-virus configuration file is configured incorrectly. 
C. The virus signature database version is older. 
D. No virus exceptions are configured. 
 

Answer: A, B, C     
 

Question: 7   
 
Regarding traditional firewalls, which of the following statements are correct? (multiple choice) 
 
A. Lack of effective protection against application layer threats. 
B. It cannot effectively resist the spread of viruses from the Internet to the intranet. 
C. Ability to quickly adapt to changes in threats. 
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D. Unable to accurately control various applications, such as P2P, online games, etc. . 
 

Answer: A, B, D     
 

Question: 8   
 
Which of the following protocols can be used to construct attack messages for special control message 
attacks? (multiple choice) 
 
A. ICMP protocol 
B. UDP protocol 
C. CIP protocol 
D. FTP protocol 
 

Answer: A, B, C     
 

Question: 9   
 
IPS is an intelligent intrusion detection and defense product. It can not only detect the occurrence of 
intrusions, but also can respond in real time through certain response methods. 
Stop the occurrence and development of intrusions, and protect the information system from 
substantial attacks in real time. According to the description of PS, the following items are wrong? 
 
A. IPS is an intrusion detection system that can block real-time intrusions when found 
B. IPS unifies IDS and firewall 
C. IPS must use bypass deployment in the network 
D. Common IPS deployment modes are in-line deployment, 
 

Answer: C     
 

Question: 10   
 
When the device recognizes a keyword during content filtering detection, which response actions can 
the device perform? (multiple choice) 
 
A. Warning 
B. Block 
C. Declare 
D. Operate by weight 
 

Answer: A, B, D     
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