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Topic 1, Datum Corporation

Overview

Datum Corporation is a consulting firm that has a main office in Montreal and branch offices
in Seattle and New York.

Azure Environment

Datum has an Azure subscription that contains three resource groups named RG1. RGZ2, and
RG3. The subscription contains the storage accounts shown in the following table.

Name Kind Location Hicrarchion Container | File share
namespace
storagel | StorageV? | West US Yes cont1 share
storage2 | StorageV2 | West US No cont2 share2

The subscription .contains the virtual machines shown in the following table.

Name [ Size Operating system Description

VM1 A EEd - Uses ephemeral OS disks
(RHEL)

VM2 D Windows Server 2022 Has a basic volume
Red Hat Ent ise Li

VM3 B : SE SRR S— Uses a standard SSDs
(RHEL)

VM4 M Windows Server 2022 Uses Write Accelerator disks

VM5 E Windows Server 2022 Has a dynamic volume

The subscription has an Azure container registry that contains the images shown in the
following table.

Name Operating system
Imagel | Windows Server
Image2 | Linux

The subscription contains the resources shown in the following table.
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Name Description In resource group
Workspace | Log Analytics workspace RG1
WebApp1 Azure App Service web app | RG1
VNet1 Virtual network RG2
zonel.com | Azure Private DNS zone RG3

The subscription contains an Azure key vault named Vaultl.
Vault! contains the certificates shown in the following table.

Name | Contenttype | Keytype | Key size
Cert1 PKCS #12 RSA 2048
Certd PKCS #12 RSA 4096
Cert3 | PEM RSA 2048
Cert4 | PEM RSA 4096
Name Type Description
Key1 RSA Has a key size of 4096
Key2 EC Has Elliptic curve name set to P-256

Vaultl contains the keys shown in the following table.

Microsoft Entra Environment

Datum has a Microsoft Entra tenant named adatum.com that is linked to the Azure
subscription and contains the users shown in the following table.
The lenant contains the groups shown in the following table.

Mame

Type

Group1

Security group

Group?

Microsoft 365 group

The adatum.com tenant has a custom security attribute named Attributel.
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Planned Changes

Datum plans to implement the following changes:

« Configure a data collection rule {DCR) named DCR1 to collect only system events that have
an event ID of 4648 from VM2 and VM4.

« In storagel, create a new container named cont2 that has the following access policies:
o Three stored access policies named Stored 1, Stored2, and Stored3 o A legal hold for
immutable blob storage

* Whenever possible, use directories to organize storage account content.

e Grant User1 the permissions required to link Zonel to VNet1.

» Assign Attributel to supported adatum.com resources.

¢ In storage?2, create an encryption scope named Scope"1.

* Deploy new containers by using Image1 or Image2.

Technical Requirements

Datum must meet the following technical requirements:

e UseTLSforWebApp1.

« Follow the principle of least privilege.

¢ Grant permissions at the required scope only.

» Ensure that Scopel is used to encrypt storage services.

» Use Azure Backup to back up contl and sharel as frequently as possible.

* Whenever possible, use Azure Disk Encryption and a key encryption key (KEK) to encrypt
the virtual machines.

You implement the planned changes for Scopel.
You need to ensure that Scopel meets the technical requirements.
What can you encrypt by using Scopel?

A. containers and blobs in storage2 only

B. containers and blobs in storagel and storage2

C. containers, blobs, and file shares in storage2 only

D. containers, blobs, and file shares in storagel and storage2

E. containers, blobs, file shares, queues, and tables in storage2 only

Answer: E

Explanation:

In Microsoft Azure, encryption scopes are a StorageV2 (general-purpose v2) storage account
feature that allows fine-grained control over encryption settings for data stored within a single
account. According to Microsoft Azure Storage documentation, an encryption scope defines a
specific encryption context that can be applied at the container or blob level and is supported in
non-hierarchical namespace storage accounts (those without Data Lake Gen2 enabled).

In the given scenario:
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storagel has Hierarchical namespace = Yes (Data Lake Storage Gen2 enabled).

storage2 has Hierarchical namespace = No.

The plan was to create an encryption scope named Scopel in storage2.

The technical requirement specifies that Scopel must be used to encrypt storage services.
According to the Azure Administrator documentation on encryption scopes:

“Encryption scopes are supported for block blobs, append blobs, page blobs, Azure Files,
gueues, and tables in standard StorageV2 accounts. Encryption scopes are not supported in
hierarchical namespace (Data Lake Gen2) enabled accounts.”

This means that Scopel—created in storage2, which does not have hierarchical namespace—
can encrypt all blob data (containers and blobs) as well as file shares, queues, and tables.
However, storagel cannot use encryption scopes because hierarchical namespace storage
accounts (ADLS Gen2) manage encryption at the account level and do not support per-scope

encryption.
Therefore, only storage2 can apply Scopel, and it can encrypt containers, blobs, file shares,

gueues, and tables.

HOTSPOT

You need to implement the planned changes for Userl.

Which roles should you assign to Userl, and for which resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Roles: | Network Contributor and Private DNS Zone Contributoronly | ™
Contributor only
Network Contributor only
Private DNS Zone Contributor only

Network Contributor and Private DNS Zone Conftributor only

Resources: | VNet1 and zonel.com only ']
RG2 only '
RG3 only

VNet1 only

zonel.com only

RG2 and RG3 only

VNet1 and zonel.com only

Answer:
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Answer Area

Roles: | Network Contributor and Private DNS Zone Contributoronly | ™
Contributor only
Network Contributor only
Private DNS Zone Contributor onil

| Network Contributor and Private DNS Zone Contributor only

Resources: | VNet1 and zonel.com only '!
RG2 only

RG3 only

VNet1 only

zonel.com only

RG2 and RG3 only

VNet1 and zonel.com only

You need to implement the planned changes for the storage account content. Which containers
and file shares can you use to organize the content?

A. sharel only

B. contl and sharel only

C. sharel and share2 only

D. contl, sharel, and share2 only
E. contl, cont2, sharel, and share2

Answer: B

Explanation:

In the scenario, storagel is configured as StorageV2 with Hierarchical namespace = Yes, while
storage? is configured as StorageV2 with Hierarchical namespace = No.

From Microsoft’s Azure Storage Documentation and AZ-104 Study Guide, the following
principles apply:

A hierarchical namespace (enabled when the storage account has Azure Data Lake Storage Gen2
capabilities) allows the use of directories within containers to organize data.

The hierarchical namespace provides directory and file-level structure similar to a file system.
This is supported only for blob containers, not for Azure Files.

Azure Files (file shares) do not depend on hierarchical namespaces and cannot have directories
in the same way Data Lake Gen2 does — directories can exist inside the share but not in the
blob container sense.

The planned change states that you must use directories whenever possible to organize content.
Therefore, only storage accounts with hierarchical namespace enabled can use directory
structures — that’s storagel.

In this case:

storagel (Hierarchical namespace = Yes) = supports containers (like contl) and file shares (like
sharel).
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storage2 (Hierarchical namespace = No) - does not support directories within blob containers
(Data Lake structure).

Hence, you can use only contl (container in storagel) and sharel (file share in storagel) to
organize content as required.

This is directly supported by the Microsoft documentation on Data Lake Storage Gen2:

“When you enable the hierarchical namespace for a storage account, you can organize objects
into directories and subdirectories. This capability is available only for accounts configured for
Data Lake Storage Gen2.”

Final Verified Answe r: Bl B. contl and sharel only

You need to implement the planned changes for DCR1. Which type of query should you use?

A.WQL

B. T-SQL
C. XPath
D. KQL

Answer: D

Explanation:

The planned change specifies that you must configure a Data Collection Rule (DCR) to collect
only system events with Event ID 4648 from VM2 and VM4,

A Data Collection Rule (DCR) in Azure Monitor defines how data is collected from resources,
filtered, and sent to destinations like Log Analytics workspaces. To define or query this data
within Azure Monitor Logs or Log Analytics, you use Kusto Query Language (KQL).

From the Microsoft Learn: Azure Monitor Logs Documentation:

“Log queries in Azure Monitor are written in Kusto Query Language (KQL), the same query
language used by Azure Data Explorer.”

“KQL is optimized for querying large datasets, filtering by event IDs, sources, and event types.”
Other options:

waQL (WMI Query Language) — used for on-prem Windows event querying, not for Azure DCR.
T-SQL (Transact-SQL) — used for Azure SQL Database queries, not for monitoring data.

XPath — used in Event Viewer or XML-based event filtering, not within Azure Monitor DCR
configuration.

Therefore, when you configure DCR1 to collect system events (Event ID 4648) from the specified
VMs, the Kusto Query Language (KQL) is the correct and verified method to filter and process
these events.

Example of a valid KQL expression for this requirement:

SecurityEvent

| where EventID == 4648

| where Computer in ("VM2", "VM4")
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This aligns with the Azure Monitor and Log Analytics query methodology covered in AZ-104
official exam guide (Implement and manage monitoring).

HOTSPOT
You need to implement the planned changes for the new containers.
Which Azure services can you use for each image? To answer, select the appropriate options in

the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Image: | App Service, Azure Container Apps, or Azure Container Instances N |
Azure Container Apps only [
Azure Container Instances only
Azure Container Apps or Azure Container Instances only ‘

App Service or Azure Container Apps only
App Service or Azure Container Instances only

App Service, Azure Container Apps, or Azure Container Instances

Image2: App Service, Azure Container Apps, or Azure Container Instances
Azure Container Apps only
Azure Container Instances only
Azure Container Apps or Azure Container Instances only
App Service or Azure Container Apps only
App Service or Azure Container Instances only

App Service, Azure Container Apps, or Azure Container Instances

Answer:

Answer Area

Imagel: | App Service, Azure Container Apps, or Azure Container Instances
Azure Container Apps only

Azure Container Instances only

Azure Container Apps or Azure Container Instances only

App Service or Azure Container Apps only

App Service or Azure Container Instances only

App Service, Azure Container Apps, or Azure Container Instances

Image2: App Service, Azure Container Apps, or Azure Container Instances
Azure Container Apps only
Azure Conftainer Instances only
Azure Container Apps or Azure Container Instances only
App Service or Azure Container Apps only
App Service or Azure Container Instances onl

App Service, Azure Container Apps, or Azure Container Instances
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