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A senior analyst is transferring an active case containing regulated data to a contractor who will assist
for one week.

Which sequence best preserves least-privilege RBAC guardrails?

Response:

A. Share access broadly now and tighten the scope afterward
B. Hand off the case first, then decide on the access later

C. Give the contractor the senior analyst's own role fully

D. Grant a scoped time-limited role, then hand off the case

Answer: D

Explanation:

Provisioning a narrowly scoped, time-bound role before the transfer keeps the contractor's access
matched to the need and duration.

A SOC lead separates two modes of team work: responding to alerts the platform raises, and actively
searching the environment for threats that have not triggered any alert.

Which statement best describes proactive threat hunting rather than reactive alert response?
Response:

A. Working through alerts the console raised
B. Hunting for threats no alert has flagged

C. Waiting for detections to escalate first

D. Closing tickets after remediation ends

Answer: B

Explanation:

Proactive threat hunting forms a hypothesis and searches the environment for malicious activity that no
alert has surfaced, instead of waiting for the platform to raise one.

A CBX deployment already collects endpoint and network telemetry. The security team is deciding
whether Microsoft Entra ID synchronization adds meaningful detection value.
What is the strongest reason to include directory synchronization as a detection input?
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Response:

A. It blocks unsanctioned applications on its own
B. It encrypts all synchronized user credentials
C. It surfaces unmanaged app and identity usage
D. It replaces the need for endpoint telemetry

Answer: C

Explanation:
Directory data reveals unsanctioned apps and identity activity that endpoint and network telemetry
alone may miss, which is precisely the added detection value.

An analyst notes that CBX can relate activity seen on a laptop to network events involving the same
host.

Conceptually, how does the Endpoint Security Agent make this possible?

Response:

A. By blocking suspicious network traffic
B. By hosting the unified CBX dashboard
C. By forwarding endpoint signals to CBX
D. By encrypting locally stored records

Answer: C

Explanation:
Architecturally the agent's job is to collect endpoint signals and forward them to the platform, where
they can be correlated with network and data telemetry.

A CBX analyst has confirmed, via directory synchronization, that a team is using an unsanctioned
project-management app to store client data.

Which follow-up actions are reasonable and proportionate first responses?

Select the two correct answers.

Response:

A. Purge all Entra ID synchronization history

B. Immediately blocklist the entire cloud provider
C. Disable directory sync to stop the alerts

D. Assess the data-handling risk the app poses

E. Engage the team about the business need
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Answer: D,E

Explanation:

Evaluating how the app handles client data is a proportionate first step that informs whether and how to
act.

Understanding why the team adopted the app helps distinguish a legitimate unmet need from reckless
behavior and shapes the right remediation.

A data-protection lead wants controls that govern what sensitive content users may send to external
services and that apply a hardening response automatically when a defined risky condition is detected.
Which two CBX concepts directly support these two goals?

Select the two correct answers.

Response:

A. Compliance reports summarizing past telemetry
B. Upload Deny Lists for outbound data control

C. Automated policy enforcement on a detection
D. Threat Tracer for blast-radius visualization

E. Live Response for interactive remote shells

Answer: B,C

Explanation:

Upload Deny Lists govern what sensitive content may be sent to external services, meeting the
outbound data-control goal.

Automated policy enforcement applies a hardening response automatically when a defined condition is
detected, meeting the automatic-response goal.

An analyst is deciding how to combine a predicted incident trajectory with the blast-radius view to drive
the response.

Select the two approaches that make sound use of both together.

Select the two correct answers.

Response:

A. Reduce the blast radius by disabling all asset telemetry
B. Prioritize the incident predicted to spread most widely
C. Extend containment to assets on the predicted path

D. Treat the forecast as final proof of full scope

E. Delay any response until the forecast is certain

Answer: B,C
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Explanation:

Comparing forecast trajectories against potential blast radius points effort at the incident most likely to
affect the widest scope.

The combined view lets the analyst contain assets ahead of the forecast spread rather than waiting for
them to be hit.

A security architect wants to reduce the endpoint attack surface by disabling or constraining features
and behaviors that the organization does not actually use, rather than applying one identical policy
everywhere.

Which CBX capability is intended for this approach?

Response:

A. Symantec LiveUpdate content
B. Symantec Adaptive Protection
C. Cross-domain containment

D. Al-powered Incident Prediction

Answer: B

Explanation:
Symantec Adaptive Protection tailors protection to what an environment actually runs, shrinking the
attack surface by constraining unused features rather than applying a uniform policy.

An analyst opens the CBX Console's real-time security-posture dashboard at the start of a shift.
What is the dashboard best used for in this moment?
Response:

A. Executing a remote shell session against a suspect host

B. Running forensic device queries to collect host-level artifacts
C. Assessing the environment's current overall security state

D. Grouping related alerts into a single managed case file

Answer: C

Explanation:
The posture dashboard is designed to give an at-a-glance read of current overall state across endpoint,
network, and data, which is exactly the shift-start need.
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An Al-generated summary states that a host shows signs of compromise, and the analyst is about to
trigger a disruptive containment action based on it.

What is the appropriate next step?

Response:

A. Trigger the containment immediately to save time
B. Wait for LiveUpdate to refresh before reviewing it
C. Dismiss the incident as a duplicate summary

D. Confirm the underlying evidence before acting

Answer: D

Explanation:

A summary accelerates understanding but is a starting point; the analyst should validate the evidence it
cites before a disruptive action.
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