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In aWIPS, which feature is designed to ignore the crafted packets from an attacker and protect a
legitimate client from loss of connectivity?

A. Location

B. Blacklist

C. Containment
D. Auto-immune

Answer: D

You installed a brand-new firewall between your WLC and CMX appliance. Now your CMX service does
not get location updated anymore. What port needs to be opened on the firewall for location
information to flow through?

A.TCP 16113
B. UDP 5246
C. UDP 5247
D. TCP 1812

Answer: A

Can you perform real-time aWIPS with an AP in Sniffer mode?

A. No, aWIPS is only active if the AP is set to WIPS mode with Monitor submode.
B. No, aWIPS requires Local or Monitor mode.

C. Yes, aWIPS works seamlessly with all AP modes and submodes.

D. Yes, you can if the AP is assigned to an aWIPS zone in CMX.

Answer: B
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Suppose a WLC has been configured for multicast-multicast mode. Which of the following actions must
each AP take to participate in multicast traffic delivery?

A. Merely join the WLC with a CAPWAP tunnel.

B. Send CAPWAP packets with the WLC’s multicast group address as the destination.

C. Learn the WLC’s CAPWAP multicast group address and then send an IGMP membership report to join
that group.

D. Enable a virtual interface that uses the CAPWAP multicast group address.

Answer: C

How does a C9800 redirect ACLs to ensure that traffic targeting the CMX IP address is redirected to
CMX?

A. With a specific permit instruction

B. With a specific deny instruction

C. With a final permit any wrapper

D. With a final (implicit) deny any wrapper

Answer: B

A networking associate wonders if changing an access point’s (AP’s) mode from FlexConnect to Local
mode causes the AP to reboot and rejoin the wireless LAN controller after a few minutes. What can you
tell the networking associate?

A. Changing an AP from Local to FlexConnect mode does not cause a reboot, but changing from
FlexConnect to Local mode would cause a reboot.

B. Changing an AP from Local to FlexConnect mode causes a reboot, but changing from FlexConnect to
Local mode would not cause a reboot.

C. Changing an AP from Local to FlexConnect mode or from FlexConnect to Local mode is transparent
and never causes a reboot.

D. Changing an AP from Local to FlexConnect or from FlexConnect to Local mode always causes a
reboot.

Answer: A
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What is the mandatory bandwidth requirement for connecting Cisco Spaces Connector to Cisco Spaces?

A. 250 Kbps
B. 2 Mbps
C. 4 Mbps
D. 8 Mbps

Answer: C

During a validation site survey, you face an issue where a low-end client can hear the AP, but the AP
does not detect the client when it reaches the edge of the cell. Which of the following configured
elements might cause this issue?

A. MAC filtering
B. CleanAir

C. EDRRM

D. RxSOP

Answer: D

Where can you find the Peer Comparison option in Cisco Catalyst Center?

A. Trends and Insights menu
B. Troubleshooting menu
C. Access Point Health menu
D. Third-party dashboard

Answer: A

Which of the following is an additional role available for account management of guest WLANSs in Cisco
WLC?

A. MONITOR

B. CONTROLLER
C. SECURITY
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D. LOBBY

Answer: D
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