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What details must be included in a Statement of Applicability?

A. Justification for the exclusion of controls
B. Justification for the inclusion of controls
C. The controls considered necessary

D. All of the above

Answer: D

Explanation:

In ISO/IEC 27001:2022, the Statement of Applicability is a required documented output of the
information security risk treatment process. It must contain the necessary controls, including
whether they are implemented, and the justification for their inclusion. It must also include
justification for excluding controls from Annex A when they are not applicable. Therefore, all three
elements listed in options A, B, and C are part of a proper Statement of Applicability, making option
D the correct answer.

According to ISO/IEC 27001:2022, is it necessary to ensure that successive information security risk
assessments produce consistent, valid, and comparable results?

A. It is only an observation to keep in mind when auditing the management system
B. It is a requirement to be fulfilled

C. It is arecommendation, but not a requirement

D. None of the above

Answer: B

Explanation:

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk
assessment process that produces consistent, valid, and comparable results. This is not optional
guidance and not merely an auditing suggestion. It is a formal requirement within the planning and
risk assessment requirements of the standard. Therefore, option B is correct.
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What does ISO/IEC 27001:2022 require for the control of documented information?

A. Control documented information so that it is available and suitable for use, where and when it is
needed

B. Acquire a technological tool to control documented information effectively

C. Have an internal auditor validate that documented information control is performed externally
D. Hire a consultancy to determine how documented information should be controlled in order to
achieve certification

Answer: A

Explanation:

ISO/IEC 27001:2022 requires documented information to be controlled so that it is available and
suitable for use where and when needed, and adequately protected. The standard does not require
purchasing software, hiring consultants, or assigning external validation as mandatory conditions for
compliance. Those may be organizational choices, but they are not requirements of the standard.
Therefore, option A is the correct answer.

Which of the following options should be included in the ISMS policy?

A. The name of the intrusion detection system

B. The company history and the motivation for implementing the ISMS
C. The information security objectives

D. The results of previous audits

Answer: C

Explanation:

Under ISO/IEC 27001:2022, the information security policy must be appropriate to the purpose of
the organization, include information security objectives or provide the framework for setting them,
and include a commitment to satisfy applicable requirements and to continual improvement of the
ISMS. The standard does not require technical product names, company history, or prior audit results
to appear in the policy. Therefore, option Cis the best and correct answer.
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In ISO/IEC 27001:2022, what does the information security risk assessment process refer to?

A. Identifying risk owners

B. Identifying information security risks

C. Establishing and maintaining information security risk criteria
D. All of the above

Answer: D

Explanation:

ISO/IEC 27001:2022 requires the organization to establish and maintain information security risk
criteria, identify information security risks, and identify risk owners as part of the risk assessment
process. These activities are core elements of clause 6 on planning and risk assessment. Since all of
the listed options are required parts of the process, the correct answer is D.
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