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Which FortiWeb feature is specifically used to check web applications for vulnerabilities as part of
compliance/security hygiene?
Response:

A. Web vulnerability scan
B. HA synchronization

C. SSL offloading

D. Caching/acceleration

Answer: A

In Active-Passive HA, which two items are most critical to validate during a controlled failover?
(Choose two.)
Response:

A. FortiWeb automatically changes public DNS records for the protected domains
B. The enforced policies/configuration remain consistent due to synchronization
C. The passive unit becomes active after heartbeat failure is detected

D. All backend servers are automatically patched during failover

Answer: B,C

In reverse proxy deployments, what is a common best-practice interface layout for FortiWeb?
Response:

A. Separate front-end (client-side) and back-end (server-side) interfaces
B. Only a single interface for all client and server traffic

C. No interfaces required because FortiWeb is DNS-only

D. Only a loopback interface is required for traffic inspection

Answer: A

Vist usat: https.//www.examsboost.com/test/nse5-fwb-ad-8-0



Which two statements align with FortiWeb’s schema/ML-based API protection concept?
(Choose two.)
Response:

A. It combines API discovery and API protection as core functions

B. It models API behavior using attributes such as method and endpoint/URL patterns
C. It requires replacing the backend application with a Fortinet microservice

D. It works only if HTTPS is disabled end-to-end

Answer: A,B

A team enables caching but sees no improvement because responses include Cache-Control: no-store.
What is the most likely explanation?
Response:

A. FortiAl must be licensed before caching can store objects

B. FortiWeb caching works only for HTTP/3 traffic

C. HA must be enabled before caching works

D. The application headers prevent caching of those responses

Answer: D

Which FortiWeb bot defense approach most directly helps stop simple automated scripts that can’t
execute browser logic?
Response:

A. HTTP compression tuning

B. Backend server health checks
C. JavaScript challenge

D. Static route redistribution

Answer: C
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A FortiWeb admin wants to ensure traffic reaches an alternate backend if all pool members fail health
checks. Where is this behavior typically defined?
Response:

A. In FortiGuard licensing settings

B. In web server / server pool definitions that support fallback routing behavior
C. In the HA heartbeat election settings

D. In the global DNS resolver settings

Answer: B

Which two outcomes are typical goals of enabling API discovery before enforcing strict API protection?
(Choose two.)
Response:

A. Identify undocumented or newly introduced endpoints from observed traffic
B. Automatically rotate all backend API keys

C. Build a baseline of endpoint behavior to guide protection policies

D. Eliminate the need for server policies entirely

Answer: A,C

If FortiWeb is blocking a legitimate request, which troubleshooting action is the most appropriate?
Response:

A. Disable all logging to prevent future blocks

B. Disable the entire server policy permanently

C. Reboot FortiWeb until the request passes

D. Identify the specific rule from the attack log and tune/exception it for that case

Answer: D

What is the best evidence that a user-facing error is caused by a backend outage rather than a WAF
block?
Response:

Vist usat: https.//www.examsboost.com/test/nse5-fwb-ad-8-0



A. FortiAl cannot analyze logs

B. Attack logs show a high number of signature matches with “Block” action

C. FortiWeb GUI login fails for the administrator

D. Traffic logs show forwarding attempts while backend health checks report failures

Answer: D
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