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Subjects  

 
1. Federation 
2. Extensibility and Dataflows 
3. Console Administration and Configuration 
4. CIAM for B2B 
5. Console - Administration and Configuration 
6. Customer Identity and Site Groups 
7. Data Schema 
8. Managing Clean Core 
9. Enterprise Preference Management 
10. Mobile Apps 
11. Best Practices 
 
Topic: 1 
Federation 

Question: 1 
   
You are implementing a website that will allow users to log in using their existing company 
credentials by initiating an OIDC flow. How would you configure your website and SAP Customer 
Data Cloud? 
 
A. SAP Customer Data Cloud as the IdP, and the website as the SP 
B. SAP Customer Data Cloud as the SP, and the website as the OP 
C. SAP Customer Data Cloud as the RP, and the website as the OP 
D. SAP Customer Data Cloud as the RP, and the website as the IdP 
 

Answer: C     
 
Federation 

Question: 2 
   
Which of the following are OpenID Connect terminology? 
Note: There are 2 correct answers to this question. 
 
A. Metadata 
B. Claims 
C. Scope 
D. Assertion 
 



Answer: B, C     
 
Federation 

Question: 3 
   
What is the function of the Assertion Consumer Service URL in a SAML implementation? 
 
A. It enables the proxy page and its linked pages, such as login and error pages. 
B. It asserts the logged-in status of the consumer. 
C. It tells the IdP where to send the SAML response after authenticating a user. 
D. It allows consumers to securely enter their SAML credentials. 
 

Answer: C     
 
Federation 

Question: 4 
   
What attribute in a JSON Web Token (JWT) represents the UID of the user? 
 
A. kid 
B. id 
C. userKey 
D. sub 
 

Answer: D     
 
Federation 

Question: 5 
   
In an OIDC implementation, what endpoint returns claims about the authenticated user? 
 
A. The /introspect endpoint 
B. The /authorize endpoint 
C. The /userinfo endpoint 
D. The /token endpoint 
 

Answer: C     
 
Federation 

Question: 6 



   
What are the key pages required to set up SAP Customer Data Cloud as a SAML identity provider? 
Note: There are 2 correct answers to this question. 
 
A. Assertion 
B. Proxy 
C. Error 
D. Consent 
 

Answer: B, C     
 
Federation 

Question: 7 
   
How can you get the public certificate that is required to validate a JSON Web Token? 
 
A. By downloading the certificate from the SAP Customer Data Cloud console 
B. By calling the endpoint accounts.getJWTPublicCertificate 
C. By requesting the certificate from the SAP Customer Data Cloud support team 
D. By calling the endpoint accounts.getJWTPublicKey 
 

Answer: B     
 
Topic: 2 
Extensibility and Dataflows 

Question: 8 
   
You are setting up a new webhooks endpoint and you would like to retrieve the profile object on 
receipt of the "Account logged in" notification. What method would you recommend? 
 
A. accounts.getAccountInfo with UID from notification 
B. Use the profile object sent in the notification payload. 
C. accounts.search with 'SELECT profile FROM emailAccounts WHERE profile.email = $email 
from notification$' 
D. accounts.search with 'SELECT profile FROM account WHERE profile.email = $email from 
notification$' 
 

Answer: A     
 
Extensibility and Dataflows 

Question: 9 
   



Which events can be configured in the Console for webhooks? 
Note: There are 3 correct answers to this question. 
 
A. Account registered 
B. Consent granted 
C. Account deleted 
D. Account verified 
E. Subscription updated 
 

Answer: A, B, C     
 
Extensibility and Dataflows 

Question: 10 
   
You are building a dataflow to transfer existing users' subscriptions from the marketing system to 
SAP Customer Data Cloud. The marketing system will provide a PGP-encrypted file and place it in an 
S3 bucket. All records that fail to update will be zipped and sent back to the S3 bucket. 
Which actions will you perform during the creation of the dataflow? 
Note: There are 2 correct answers to this question. 
 
A. Add a file.decrypt.pgp component and a file.compress.zip component. 
B. Add an error handling step after a datasource.read.amazon.s3 component. 
C. Add an error handling step after a datasource.write.gigya.account component. 
D. Add a file.encrypt.pgp component and a file.uncompress.zip component. 
 

Answer: A, C     
 


