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An organization is deploying FortiSandbox with a requirement that it scan email submitted from an
upstream MTA server. What must you configure on FortiSandbox to accomplish this?

A. A BCC adapter
B. An ICAP adapter
C. The JSON API

D. A network share

Answer: A

Which component of FortiSandbox applies the block/allow list configuration?

A. Sandbox prefilter
B. Static analysis

C. File filter

D. Cache check

Answer: D

You are asked to configure a FortiSandbox HA cluster with a worker node. Which command must you
use to configure the worker node?

A. hc-settings -sc -tM -cFSAGrp -p<password> -nWorkerNode -iport4
B. hc-settings -sc -tR -cFSAGrp -p<password> -nWorkerNode -iport4
C. hc-settings -sc -tP -cFSAGrp -p<password> -nWorkerNode -iport4
D. hc-settings -sc -tN -cFSAGrp -p<password> -nWorkerNode -iport4

Answer: B
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What are the two best ways to prevent attacks that are delivered using a drive-by download

mechanism?
(Choose two.)

A. Integrate FortiProxy with FortiSandbox
B. Integrate FortiWeb with FortiSandbox

C. Integrate FortiGate with FortiSandbox
D. Integrate FortiADC with FortiSandbox

Refer to the exhibit.

Answer: A,C

Indicators:

Severity
High  HEEEE| A file wiis downloadéd
High EEEEE The file downloads or drops file
High EEEEN | Detected by PAIX engine.
High EEEEE | A scttine for Windows Defende

ATTACK Technique

ANNEr

T1562.001
Impair Defenses

Which FortiSandbox component generated the indicators in this scan job report?

A. Dynamic scan

B. Static scan

C. Antivirus scan

D. Community cloud query

Answer: A

An existing FortiSandbox has started to demonstrate connectivity issues for guest VMs. Which command
must you use while troubleshooting the issue to gather more information about the possible cause?

A. traceroute

B. vm-license -I
C. test-network
D. vm-status —|

Answer: C
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Which VM scan profile setting allows FortiSandbox to use multiple guest VMs for a single job?

A. Pipeline mode

B. Parallel VM scan
C. VM scan ratio

D. Adaptive VM scan

Answer: B

You must update an integration configuration between FortiSandbox and FortiGate to prevent FortiGate
from passing files that contain a specific pattern in the filename.
Where must you make configuration changes to accomplish this?

A. The FortiGate Fabric connector for FortiSandbox
B. The FortiSandbox pre-filter settings

C. The FortiSandbox malware package

D. The FortiGate antivirus profile

Answer: D

Refer to the exhibit.
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esting system DNS resolve +++4+++++++++4++++4++4+4
Resolve bing.com: Failed
Resolve fsavm.fortinet.net: Falled

+++0mitted Output+++

= NITEEE]

Testing VA DNS resolve speed ++++++++tttdttttdt++
DNS server using system DNS settings: 16.0.2.10
bing.com

192.16E.250.1

real Om @.10s

user Om @0.08s

SYS Om 0.01s

nslookup bing.com: Success
fsavm.fortinet.net

162.168.250.1

real Om 0.10s

user Om ©.09s

SYS Om 0.01s

nslookup fsavm.fortinet.net: Success
Warning: VM to access internet: Disablec

While validating a new installation, you notice that the Testing VM DNS resolve speed section of the
test-network command output is resolving all fully qualified domain names (FQDNs) to a private IP

address. What is the reason for this behavior?

A. This is an air-gapped licensing environment.
B. SIMNET is enabled for port3.

C. There is no Internet access on port1.

D. The system is using a private DNS server.

Answer: B

Which FortiSandbox interface must have internet access to download FortiGuard guest VM images?

A. Port 2
B. Port4
C.Port1l
D. Port 3
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Answer: C
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