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Which FortiClient EMS feature allows administrators to distribute software updates and patches to
endpoints?
Response:

A. Endpoint Quarantine
B. Software Inventory
C. Vulnerability Scan

D. Patch Management

Answer: D

Refer to the exhibit.

wxfux/28xx 9:85:85 AM  Notice Firewall date=28xx-xx-xx time=89:85:84 logver=2 type-traffic level=notice sessionid-34252368
hostname=Win-Internal uid=C7FI@2B1D3IEBAFQSATTEIRADG2O2BBDT devid=-F(TEAR3611939392 fgrserial=-FGVMA10000842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.18 srcport=62481 direction=outbound destinationip=199.59.148.82 remotename=H/A
destinationport=88 user=-Administrator@TRAININGAD. TRAINING.LAB proto~6 rcvdbyte=NH/A sentbyte=H/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.8.8780 os="Microsoft Windows Server 2812 R2 Standard Edition, 64-bit (build 968@)"
usingpolicy="default” service=http

I
xx/xx/20xx 9:085:54 AM  Notice Filrewall date=20xx-xx-xx time=89:85:53 logver=2 type~trafflc level=-notice sesslonid-34252368
hostname=kin.-Internal vid=C7F3028103EB4FASATTEIBADG2O2BB0T devid=F(TEA03611939390 fgtserial=FGVMO10000842532 regip=H/ A
srcname=firefox.exe srcproduct=Firefox srcip=18.8.1.18 srcport=62425 direction=outbound destinationip-184.25.62.28 remotename=H/A
destinationport=443 user-Adainistrator@TRAININGAD. TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root foctver=5.4.8.8780 os="Microsoft Windows Server 2812 R2 Standard Editlon, 84-bit
(build 9688)" usingpolicy="default™ service-https

o/ ux/20xx 9:28:23 AM Hotice Firewall date=20x-xx-xx time=09:28:22 logver=2 type-trafflc level-notice sessionid-26453064
hostname=Win-Internal wid-C7F302B103EBAF@SATTEIBADG2O2BB0T devid=-F(TEAE3611939398 fgtserial=-FGVME18000842532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=18.8.1.18 srcport=62759 direction=outbound destinationip=-208.71.44.31 remotename=N/A
destinationport=88 user=Administrator@TRATNINGAD. TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmactlion=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fotver=5.4.0.8780 os-"Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 968@)"
usingpﬂlicy-'default" serviceshttp

Based on the FortiClient logs shown in the exhibit which application is blocked by the application
firewall?
Response:

A. Facebook

B. Firefox

C. Internet Explorer
D. Twitter

Answer: D
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Which of the following overrides site categories action in FortiClient web-filter?
Response:

A. FortiSandbox custom URL categories
B. Block malicious website on AV

C. Web exclusion list

D. URL list

Answer: C

A FortiClient EMS administrator has enabled the compliance rule for the sales department. Which
Fortinet device will enforce compliance with dynamic access control?
Response:

A. FortiClient

B. FortiClient EMS
C. FortiGate

D. FortiAnalyzer

Answer: C

Which ZTNA component is responsible for enabling the access proxy?
Response:

A. ZTNA server

B. ZTNA tags

C. ZTNA firewall policy
D. ZTNA rules

Answer: A
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An administrator is required to maintain a software vulnerability on the endpoints, without showing the
feature on the FortiClient dashboard. What must the administrator do to achieve this requirement?
Response:

A. Disable select the vulnerability scan feature in the deployment package

B. Use the default endpoint profile

C. Select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile

D. Click the hide icon on the vulnerability scan tab

Answer: D

Which component or device signs the client certificate with the UID and serial number?
Response:

A. FortiClient

B. FortiAnalyzer
C. FortiGate

D. FortiClient EMS

Answer: D

Which operating system requires the FortiClient VPN app for secure remote access?
Response:

A. Windows
B. macOS
C.ios

D. Android

Answer: C

A new chrome book is connected in a school’s network. Which component can the EMS administrator
use to manage the FortiClient web filter extension installed on the Google Chromebook endpoint?
Response:
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A. FortiClient EMS

B. FortiClient site categories

C. FortiClient customer URL list
D. FortiClient web filter extension

Answer: A

Refer to the exhibit.
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Which shows FortiClient EMS deployment profiles. When an administrator creates a deployment profile
on FortiClient EMS, which statement about the deployment profile is true?
Response:

A. Deployment-1 will install FortiClient on new AD group endpoints

B. Deployment-2 will install FortiClient on both the AD group and workgroup
C. Deployment-2 will upgrade FortiClient on both the AD group and workgroup
D. Deployment-1 will upgrade FortiClient only on the workgroup

Answer: C
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