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What is a prevalent principle in copyright law that allows limited use of copyrighted material without
requiring permission from the rights holder?
Response:

A. Public domain
B. Fair use

C. Infringement

D. Derivative work

Answer: B

What is the term used to describe the unique identifier assigned to a user's web browser?
Response:

A. HTTP cookies

B. Script blockers

C. Ad blockers

D. Browser fingerprinting

Answer: D

How are passwords typically stored in online services?
Response:

A. As encoded base64 strings

B. Using password hashing and salting
C. Using reversible encryption

D. In plain text

Answer: B
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You suspect that someone has gained unauthorized remote access to your computer. Which of the
following should you do first?

Response:

A. Delete all files on your computer

B. Disconnect your computer from the internet
C. Reboot your computer

D. Run a malware scan using reputable software

Answer: B

As the IT administrator of a company, you are responsible for implementing a cloud storage solution.
You need to consider the potential issues related to the use of cloud services, especially concerning data
synchronization and accessibility.

Which of the following should you be particularly aware of when deploying the cloud storage solution?
Response:

A. Data loss prevention

B. Encryption at rest

C. Data redundancy

D. Dependence on Internet connection

Answer: D

You work for a large company that has employees who need to access the company network from

remote locations. Which of the following solutions would be the most appropriate for providing secure
remote access?

Response:

A. An organization-specific VPN

B. Setting up an open Wi-Fi network

C. Using plaintext email for communication
D. Relying on FTP for file transfers

Answer: A
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Which of the following activities is a potential threat to the confidentiality of personal information and

involves collecting data from various sources, such as online services and social media, for malicious
purposes?

Response:

A. Information gathering

B. Data mining

C. Social engineering

D. Two-factor authentication

Answer: A

Which of the following legal concepts is concerned with compensating someone for harm caused by a
security breach?

Response:

A. Public law
B. Copyright law

C. Financial compensation claims
D. Liability

Answer: D
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