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Which of the following is a random numerical value that is generated one time only and is used in
cryptographic operations?

(Choose all that apply.)

Response:

A. Pseudo-random function (PRF)
B. One-time password (OTP)

C. Single sign-on (SSO)

D. Throw-away variable (TV)

E. Nonce

Answer: E

You have been tasked with configuring a secure WLAN for 400 APs at the corporate offices. All the APs
and employee Windows laptops have been configured for 802.1X using EAP-MSCHAPv2. The domain
user accounts are failing authentication with every attempt.

After viewing the graphic shown here, determine the possible causes of the problem.

(Choose all that apply.)
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'Rx assoc req (rssi 95dB)

EIEIIBD2.1I auth is starting (at if=wifi0.1l)

'Sending EAF Packet to STA: code=1 (EAP-Request) identifier=0 length=5
‘received EAP packet (code=2 id=0 len=16) from STA: EAP Reponse-Identity (1),
'Send message to RADIUS Server(10.5.1.129): code=1 (Access-Request) identifie
'RADIUE EAP start with type peap

'‘Receive message from RADIUS Server: code=11 (Access-Challenge) identifier=50
ISending EAP Packet to STA: code=1 (EAP-Request) identifier=1 length=6
‘received EAP packet (code=2 id=1 len=105) from STA: EAP Reponse-PEAP (25)
'Send message to RADIUS Server(10.5.1.129): code=1 (Access-Request) identifie
'RADIUS: SSL negotiation, receive client hello message

'Receive message from RADIUS Server: code=ll (Access-Challenge) identifier=51
‘Sending EAP Packet to STA: code=1 (EAP-Request) identifier=2 length=1024
‘received EAP packet (code=2 id=2 len=6) from STA: EAP Reponse-PEAP (25)
.Eend message to RADIUS Server(l10.5.1.129): code=1 (Access-Reguest) identifie
RADIUE SSL negotiation, send server certificate and other message

‘Receive message from RADIUS Server: code=ll (Access-Challenge) identifier=52
' Sending EAP Packet to STA: code=l (EAP-Request) identifier=3 length=280
iraceivad EAP packet (code=2 id=3 len=6) from STA: EAF Reponse-FEAP (25)
'sand message to RADIUS Server(10.5.1.129): code=l1 (Access-Request) identifie
'RADIUS: SSL negotiation, send server certificate and other message

‘Receive message from RADIUS Server: code=11 [Access-Challenge) identifier=53
|Send1ng EAP Packet to STA: code=1 (EAP-Request) identifier=4 length=6

Stajat if=wifi0.l) is de-authenticated because of notification of driver

Response:

A. The networking settings on the AP are incorrect.

B. The Windows OS laptops’ supplicant has been configured for machine authentication.
C. The supplicant clock settings are incorrect.

D. An authentication port mismatch exists between the AP and the RADIUS server.

E. The networking settings on the RADIUS server are incorrect.

F. The incorrect root certificate is selected in the supplicant.

Answer: C,F

Given: You must implement 7 APs for a branch office location in your organization. All APs will be
autonomous and provide the same two SSIDs (CORP1879 and Guest).

Because each AP is managed directly through a web-based interface, what must be changed on every AP
before enabling the WLANSs to ensure proper staging procedures are followed?

Response:

A. Fragmentation threshold
B. Administrative password
C. Output power

D. Cell radius

Answer: B

Visit us athttps://www.examsboost.com/test/cwsp-207/


https://www.examsboost.com/test/cwsp-207/

ABC Company requires the ability to identify and quickly locate rogue devices.
ABC has chosen an overlay WIPS solution with sensors that use dipole antennas to perform this task.
Use your knowledge of location tracking techniques to answer the question.

In what ways can this 802.11-based WIPS platform determine the location of rogue laptops or APs?
(Choose 3)

Response:

A. Time Difference of Arrival (TDoA)
B. Angle of Arrival (AoA)

C. Trilateration of RSSI measurements
D. GPS Positioning

E. RF Fingerprinting

Answer: A,C,E

As defined by the 802.11-2012 standard, which of these authentication methods can be used by a client
station to establish a pairwise master key security association (PMKSA)?

(Choose all that apply.)

Response:

A. PSK authentication

B. WEP authentication

C. 802.1X/EAP authentication
D. Open authentication

E. SAE authentication

Answer: A,C,E

This graphic shows a WLAN discovery tool screen capture. How many SSIDs are configured with cloaking
enabled?

(Choose all that apply.)
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Response:

A. None

B. At least ten

C.One

D. Ten

E. Exact number cannot be determined

Answer: B,D

This graphic shows a packet capture of a successful 802.11 authentication. In which of the following
types of client connections could this authentication not occur?
(Choose all that apply.)

.
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WP Cisco:0D:4B: 6A BB Aironet Wireless Comm:A3:9E:32 g02.11
Cisco:0D:4B:6A B aironet Wireless Comm:A3:9E:92 Cisco:0D:4B:6R | 802.11 Auth
BA:ironet Wireles... HWPCisco:0D:4B:6A £02.11 Ack
BPLrironet Wireles... | lCisco:0D:4B:6A BPCisco:0D:4B:6A | 802.11 Ruth
WP Cisco:0D:4B:6A BB Aironet Wireless Comm:A3:9E:92 802.11 Ack
BB Cisco:0D:4B:6A IPaironet Wireless Comm:R3:9E:92 EPCisco:0D:4B:6A | 802.11 Auth
BB Aironet Hireles... | MPCisco:0D:4B:6A B02.11 Ack
Response:
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A. 802.1X/EAP

B. WEP with Shared Key authentication
C. WEP with Open System authentication
D. Open System authentication with WEP

Answer: A,C,D

In a robust security network (RSN), which 802.11 management frames are used by an access point to
inform client STAs about the RSNA security capabilities of the access point and effectively the BSS?
(Choose all that apply.)

Response:

A. Beacon management frame
B. Probe request frame

C. Probe response frame

D. Association request frame

E. Reassociation response frame
F. Reassociation request frame
G. Association response frame

Answer: A,C

What type of WLAN security is depicted by this graphic?
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4-Way Handshake
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Key 1 Key 4 Key 2 Key 4 Key 4
COMP/AES  Static 104-bit TKIP/ARC4  Static 104-hit Static 104-bit  Static 104-bit
WEP key WEP key WEP key WEP key
Response:
A.RSN
B. TSN
C. VPN
D. WPS
E. WMM
Answer: B

Given: You have implemented strong authentication and encryption mechanisms for your enterprise
802.11 WLAN using 802.1X/EAP with AES-CCMP.

For users connecting within the headquarters office, what other security solution will provide
continuous monitoring of both clients and APs with 802.11-specific tracking?

Response:

A. IPSec VPN client and server software
B. Internet firewall software

C. Wireless intrusion prevention system
D. WLAN endpoint agent software

E. RADIUS proxy server

Answer: C
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