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Zoning is a security control to separate physical areas with different security levels. Zones with higher
security levels can be secured by more controls. The facility manager of a conference center is
responsible for security.

What combination of business functions should be combined into one security zone?

A. Boardroom and general office space

B. Computer room and storage facility

C. Lobby and public restaurant

D. Meeting rooms and Human Resource rooms

Answer: C

Which security item is designed to take collections of data from multiple computers?

A. Firewall

B. Host-Based Intrusion Detection and Prevention System (Host-Based IDPS)

C. Network-Based Intrusion Detection and Prevention System (Network-Based IDPS)
D. Virtual Private Network (VPN)

Answer: C

A security manager just finished the final copy of a risk assessment. This assessment contains a list of
identified risks and she has to determine how to treat these risks.
What is the best option for the treatment of risks?

A. Begin risk remediation immediately as the organization is currently at risk
B. Decide the criteria for determining if the risk can be accepted

C. Design appropriate controls to reduce the risk

D. Remediate the risk regardless of cost

Answer: B
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When should information security controls be considered?

A. After the risk assessment

B. As part of the scoping meeting
C. At the kick-off meeting

D. During the risk assessment work

Answer: A

A security architect argues with the internal fire prevention team about the statement in the
information security policy, that doors to confidential areas should be locked at all times. The
emergency response team wants to access to those areas in case of fire.

What is the best solution to this dilemma?

A. The security architect will be informed when there is a fire.
B. The doors should stay closed in case of fire to prevent access to confidential areas.
C. The doors will automatically open in case of fire.

Answer: C
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