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Question: 1 
   
During which phase of the ISSE model are the security functions initially defined? 
Response: 
 
A. Discover information protection needs 
B. Define system security requirements 
C. Define system security architecture 
D. Develop detailed security design 
 

Answer: C     
 

Question: 2 
   
A security policy is an overall general statement produced by senior management that dictates what role 
security plays within the organization. What are the different types of policies? 
Each correct answer represents a complete solution. Choose all that apply. 
Response: 
 
A. Regulatory 
B. Advisory 
C. Systematic 
D. Informative 
 

Answer: ABD     
 

Question: 3 
   
Of the following, who is the best source for determining whether a threat is realistic? 
Response: 
 
A. Customer 
B. System owner 
C. Information systems security engineer (ISSE) 
D. Systems engineer 
 

Answer: C     
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Question: 4 
   
Which organization is responsible for supporting Common Criteria in the United States? 
Response: 
 
A. National Information Assurance Partnership 
B. Defense Information Assurance Program Office 
C. National Security Institute 
D. National Infrastructure Protection Center 
 

Answer: A     
 

Question: 5 
   
Which of the following DITSCAP/NIACAP model phases is used to confirm that the evolving system 
development and integration complies with the agreements between role players documented in the 
first phase? 
Response: 
 
A. Verification 
B. Validation 
C. Post accreditation 
D. Definition 
 

Answer: A     
 

Question: 6 
   
How often must the National Institute of Standards and Technology (NIST) reexamine and reaffirm FIPS 
140? 
Response: 
 
A. Every year 
B. Every three (3) years 
C. Every four (4) years 
D. Every five (5) years 
 

Answer: D     
 

Question: 7 
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If John modifies Bob’s banking data while the data is in transit, what type of attack would it be? 
Response: 
 
A. Active 
B. Passive 
C. Close-in 
D. Distribution 
 

Answer: A     
 

Question: 8 
   
You work as a system engineer for BlueWell Inc. Which of the following documents will help you to 
describe the detailed plans, procedures, and schedules to guide the transition process? 
Response: 
 
A. Configuration management plan 
B. Transition plan 
C. Systems engineering management plan (SEMP) 
D. Acquisition plan 
 

Answer: B     
 

Question: 9 
   
In the Common Criteria hierarchy, which level defines an actual or proposed implementation for the 
target of evaluation? 
Response: 
 
A. Security objectives 
B. Security requirement 
C. TOE summary specification 
D. TOE implementation 
 

Answer: C     
 

Question: 10 
   
In which of the following DIACAP phases is residual risk analyzed? 
Response: 
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A. Phase 2 
B. Phase 3 
C. Phase 5 
D. Phase 1 
E. Phase 4 
 

Answer: E     
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